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DARPA—One Day Access To Space

Commercial, civilian and 
military satellites provide 
crucial real-time information 
essential to providing strategic 
national security advantages to 
the United States. 

The current generation of 
satellite launch vehicles, 
however, is expensive to 
operate, often costing hundreds 
of millions of dollars per flight. 
Moreover, U.S. launch vehicles fly 
only a few times each year and 
normally require scheduling years 
in advance, making it extremely 
difficult to deploy satellites 
without lengthy pre-planning.

Quick, affordable and routine 
access to space is increasingly 
critical for U.S. Defense 
Department operations.

To help address these 
challenges, DARPA has 
established the Experimental 
Spaceplane (XS-1) program. 

The program aims to develop a 
fully reusable unmanned vehicle 
that would provide aircraft-like 
access to space. The vehicle is 
envisioned to operate from a 
“clean pad” with a small ground 
crew and no need for expensive 
specialized infrastructure.

This setup would enable routine 
daily operations and flights from 
a wide range of locations. 

XS-1 seeks to deploy small 
satellites faster and more 
affordably, while demonstrating 
technology for next-generation 
space and hypersonic flight 
for both government and 
commercial users.

“We want to build off of 
proven technologies to create 
a reliable, cost-effective space 
delivery system with one-day 
turnaround,” said Jess Sponable, 
DARPA program manager 
heading XS-1. “How it’s 
configured, how it gets up and 
how it gets back are pretty much 
all on the table—we’re looking 
for the most creative yet practical 
solutions possible.”

XS-1 envisions that a reusable 
first stage would fly to hypersonic 
speeds at a suborbital altitude. 
At that point, one or more 
expendable upper stages would 
separate and deploy a satellite 
into Low Earth Orbit.

The reusable hypersonic aircraft 
would then return to Earth, land 
and be prepared for the next flight.

Modular components, durable 
thermal protection systems 
and automatic launch, flight, 
and recovery systems should 
significantly reduce logistical 
needs, enabling rapid turnaround 
between flights.

Key XS-1 technical goals include 
flying 10 times in 10 days, 
achieving speeds of Mach 10+ 
at least once and launching a 
representative payload to orbit.

The program also seeks to 
reduce the cost of access to 
space for small (3,000- to 5,000-
pound) payloads by at least 
a factor of 10, to less than $5 
million per flight.

XS-1 would complement 
a current DARPA program 
already researching satellite 
launch systems that aim to be 
faster, more convenient and 
more affordable: Airborne 
Launch Assist Space Access 
(ALASA). ALASA seeks to propel 
100-pound satellites into orbit for 
less than $1 million per launch 
using low-cost, expendable 
upper stages launched from 
conventional aircraft.

DARPA’s new Experimental Spaceplane (XS-1) program seeks to 
lower satellite launch costs by developing a reusable hypersonic 
unmanned vehicle with costs, operation and reliability similar to 

traditional aircraft.
Artistic rendition is courtesy of DARPA.

 

Advantech Wireless Inc. 
has debuted their new 
SapphireBlu™ Series 
6.6kW C-Band Rackmount 
UltraLinear™ GaN SSPA/BUC, 
the ultimate solution for wide 
bandwidth, ultra high power 
satellite teleport uplinks.

The new SapphireBlu Series 
of UltraLinear GaN technology 
based SSPAs and BUCs from 
Advantech Wireless are designed 
for Multi Carrier Operations and 
offer the highest linear power 
available in the market.

These new systems are designed 
in a compact indoor modular 
package with Built in Redundancy 
for maximum link availability.

“Our new high power density, 
GaN based SSPA concept, offers 
the maximum power/bandwidth 
combination. We have already 
started shipping and completed 
initial orders,” said Cristi Damian, 
VP Business Development at 
Advantech Wireless.

“We can now saturate all 
transponders of an entire satellite 
and obtain maximum bandwidth/
power efficiency. Our customers 
realize great savings in energy 
cost, Satellite Bandwidth, CAPEX 
and OPEX.”

The New SapphireBlu Series 
of UltraLinear GaN technology 
based SSPAs and BUCs from 
Advantech Wireless, exceed all 
barriers between Klystrons, TWTs 
and SSPAs, backed by over 25 
years of Outdoor SSPA design 
and manufacturing, combined 
with the traditional Advantech 
Wireless features.

The Advantech Wireless infosite 
is located at: 

http://www.advantechwireless.com/

Advantech Wireless—A Real Gem
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KVH Industries—Cutter Completion

KVH Industries, Inc., has 
surpassed the 100-vessel 
mark in its 10-year contract 
to supply the next-generation 
satellite communications 
solution for the U.S. Coast 
Guard’s fleet of small cutters.

To date, KVH’s TracPhone V7 
systems have been deployed on 
105 USCG vessels across eight 
different classes of cutters, and 
KVH’s mini-VSAT Broadband 
service has provided 29.2 
terabytes of data and more than 
835,000 Voice over Internet 
Protocol (VoIP) minutes.

The contract for hardware, 
airtime, and support was first 
announced in September 2010. 
KVH systems are now in use on 
cutters in all U.S. Coast Guard 
districts in the continental U.S., 
as well as overseas in the Persian 
Gulf, Guam, and Puerto Rico.

A cutter is a USCG designation 
or any vessel over 65 feet in 
length, including coastal patrol 
boats, seagoing buoy tenders, 
and fast-response cutters.

This diverse range of platforms 
supports a variety of critical 
USCG operations including drug 
interdiction, maritime border 
security, anti-piracy tasks, search 
and rescue operations, and 
humanitarian efforts.

The low latency of the KVH 
service is particularly important 
to the fast and efficient 
processing of biometric 
information from vessel to shore, 
a key to immigration and law 
enforcement activities.

The 24/7 nature of USCG 
operations and the extreme 
sea and weather conditions 
in which these relatively small 
vessels operate are proof of the 
durability and reliability of the 
TracPhone V7 and mini-VSAT 
Broadband service.

“In the face of rapidly 
expanding data communications 
requirements, including real-time 
use of biometric technology, 
homeland security efforts, and 
extended worldwide operations, 
the U.S. Coast Guard needed a 

global communications solution 
robust enough to support these 
demands and rugged enough 
for even the most demanding 
maritime conditions,” said Martin 
Kits van Heyningen, KVH’s chief 
executive officer. “Affordability 
was a critical factor for the U.S. 
Coast Guard as well, and our 
mini-VSAT Broadband network 
offers a cost-effective solution 
to replace expensive legacy 
services and still provide global 
coverage.”

In announcing the 10-year 
Indefinite Delivery/Indefinite 
Quantity (IDIQ) contract, valued 
at approximately $42 million, in 
September 2010, the U.S. Coast 
Guard Telecommunications 
and Information Systems 
Command (TISCOM) named 
KVH’s TracPhone V7 and mini-
VSAT Broadband service as the 
U.S. Coast Guard’s Small Cutter 
Connectivity (SCC) Ku-band 
System and Air Time Support 
Services solution.

The SCC program is part of the 
U.S. Coast Guard’s initiative to 
upgrade the legacy cutter fleet’s 
commercial satellite systems 
in order to provide improved 
communication capabilities for 
voice and data transmission and 
reception, as well as improving 
interoperability with Department 
of Homeland Security and 
Department of Defense partners. 
Supporting KVH in this multi-year 
effort are network partner ViaSat, 
Inc., and logistics partner Mackay 
Communications.

In addition to the deployment of 
TracPhone V7 on the U.S. Coast 
Guard cutters, KVH’s mini-VSAT 
Broadband solution is fielded 
aboard vessels of the U.S. Navy, 
joint forces, foreign coalition 
navies, state emergency service 
organizations, and commercial 
fleets operating worldwide.

KVH infosite:  
http://www.kvh.com/

 

United Kingdom-based satellite 
service provider, Bentley 
Walker, has extended its reach 
across Africa and the Middle 
East using Avanti’s HYLAS 2 
satellite, signing a multimillion 
dollar contract extension.

By using their Ka-band services 
across Afghanistan, Iraq, Libya 
and Zimbabwe, the company 
has further enhanced its 
position as one of the most 
successful satellite service 
providers in the World.

Anthony Walker, CEO of the 
company, said, “The flexibility 
of Avanti’s network has given 
us the opportunity to develop 
a range of both niche and mass 
market services at affordable 
prices. Avanti satellites also 
provide 100 percent coverage 
of the key countries that we 
want to target.”

Matthew O’Connor, Chief 
Operating Office of Avanti, 
commented: “By being an 
early mover in both technology 
adoption and market entry, 
Bentley Walker is now an 
established leader within the 
satellite industry. Avanti’s market 
changing approach has provided 

the ultimate flexibility and 
quality to help them address 
the demands of their multiple 
markets.”

The Bentley Walker infosite is 
located at: 

http://www.bentley-walker.com/

Bentley Walker—African Extension

http://www.kvh.com/
http://www.bentley-walker.com/


MilsatMagazine—January 2014 9

Dispatches
ViaSat—Patriot’s Outpost Support

ViaSat Inc. will be hosting 
active duty military men 
and women at the Farmers 
Insurance Open as the 
Presenting Sponsor of the 
Patriots’ Outpost, one of the 
premier locations for watching 
the PGA tournament.

The Century Club of San Diego 
will also be using ViaSat Exede® 
Enterprise satellite services—
technology also used by U.S. 
military personnel—for networking 
tournament operations.

The Patriots’ Outpost is a 
private chalet both dedicated 
to and exclusively available for 
Active Duty military and their 
dependents. The Outpost is 
located on the 14th hole at 
Torrey Pines Golf Course with 
beautiful views of the Pacific 
Ocean. Local heroes are 
provided complimentary food 
and beverages as well as a great 
vantage point to watch the action 
unfold on one of the closing 
holes of the tournament.

“Our company’s roots are in 
military satellite communications 
and network security so we 
have a deep appreciation of 
the extraordinary job that our 
service men and women perform 
every day,” said Rick Baldridge, 
president and COO of ViaSat. 
“We’re looking forward to 
showing our gratitude for their 
service at one of the signature 
San Diego events of the year.”

Exede® Enterprise is a turnkey 
business networking service 
with the capacity and flexibility 
to support anything from a 
large network to a single user. 
Powered by ViaSat-1, the most 
powerful communications 
satellite ever launched, it delivers 
high-speed IP access instantly, 
even in locations without 
terrestrial networks.

 

Virtually any location can be 
connected with service available 
on-demand anywhere within 
the nationwide Exede service 
footprint. The Century Club 
will use a number of the small, 
portable Exede terminals—similar 
in size to a home satellite TV 
dish—to provide wireless Internet 
and other communications 
networking during the PGA 
TOUR event.

“In the past, wireless networks 
were costly and not always 
reliable across property for our 
communications. Dropping 
temporary cable is costly and 
inefficient. Exede service has 
already provided us with cost-
effective connections and no 
downtime. The mobility of the 
system allows us to expand its 
use on-course throughout the 
PGA TOUR event,” said Peter 
Ripa, Farmers Insurance Open 
CEO.

The Patriots’ Outpost is reserved 
to Active Duty military and 
their dependents. However, 
Retired and Reserve military are 
provided complimentary General 
Admission to the Farmers 
Insurance Open. Please log onto 
http://www.govx.com/e/80 for 
more information.

For additional Exede information, 
access: http://www.exede.com/

http://www.govx.com/e/80
http://www.exede.com/
http://www.paradisedata.com/
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Kazakhstan wants a permanent 
Russian presence at the Baikonur 
space center, the head of its 
space program said on Thursday, 
after years of argument between 
Moscow and Astana over 
Russia’s use of the site.

“Neither I nor any sane 
person in Kazakhstan wants 
Russia to leave Baikonur. We 
are partners and allies and 
at this level of international 
cooperation it’s normal to have 
joint strategic projects,” Talgat 

Musabaev said in an interview 
published Thursday by the 
Izvestia newspaper.

Russian President Vladimir Putin 
announced last month that the 
leaders of the two countries had 
signed a three-year roadmap on 
the cooperative use of Baikonur.

Musabaev, a former cosmonaut, 
said if Russia was to leave 
Baikonur, Kazakhstan would “do 
everything possible to ensure 
Baikonur remains a gateway to 
space.”

He claimed Russian resistance 
to launches of Ukrainian-
made Dnepr and Zenit rockets 
from Baikonur by Kazakhstan 
and its partners had relaxed 
following the appointment of 
Oleg Ostapenko as head of the 
Russian space agency Roscomos 
in October.

The newly-signed roadmap with 
Russia will hand ownership of the 
new Baiterek launch pad for the 
Zenit rocket to Kazakhstan, and 
requires recommendations be 
made to reduce the ecological 
impact of Russian heavy-
lift Proton rocket launches 
beginning in 2016, he added.

Proton launches were suspended 
for three months following 
the explosion of one of the 
rockets shortly after liftoff in 
July that rained blazing, highly 
toxic propellants on the Kazakh 
countryside.

Russia is currently building 
the Vostochny space center in 
the Far Eastern Amur region, 
expected to open in 2018, to 
reduce its dependence on the 
Baikonur facility, which it leases 
from Kazakhstan for $115 million 
annually. 

ViaSat + Harris—Extended Range Ops Demos

ViaSat Inc. and Harris 
Corp. have completed 
demonstrations of the 
upgraded Small Tactical 
Terminal (STT) KOR-24A in 
combination with the Harris 
high-band power amplifier for 
extended air to ground range 
operation of both Soldier Radio 
Waveform (SRW) and Adaptive 
Networking Wideband 
Waveform C (ANW2C).

The demonstrations were held 
in San Diego at the ViaSat 
facility in Carlsbad and in 
Huntsville at Redstone Arsenal 
in early December.

The two-channel STT provides 
simultaneous 63-watt Link 16 and 
50-watt SRW communications in 
a software-defined radio. 

The STT, the first and only 
fully-certified, two-channel, 
Link 16 and VHF/UHF radio, 
includes a range of software-

defined VHF/UHF military radio 
and Link 16 functions.

The terminal is available now to 
meet program needs for quick 
turnaround and delivery of units 
and was recently selected for 
Apache AH64E Lots 4 and 5. 
At only 16 pounds, the STT/
KOR-24A terminal reduces 
the size, weight, and power of 
tactical data link equipment. 

Applications include rotary 
wing and light aircraft, small 
boats, UAVs, and for ground 
forces including vehicles and 
a wide variety of “shelterized” 
communication nodes.

Additional STT information is 
available at this direct infopage 
link: http://www.viasat.com/
government-communications/
data-links/small-tactical-terminal

Comtech Telecommunications 
Corp. has announced that 
its Orlando, Florida-based 
subsidiary, Comtech Systems, 
Inc., has received a $4.4 million 
contract from the Brazilian 
Military for an upgrade to its 
satellite network.

In commenting on this important 
award, Fred Kornberg, President 
and Chief Executive Officer of 
Comtech Telecommunications 
Corp., said, “Our long-standing 
leadership positions in all facets 
of communications have firmly 
established Comtech as the 
choice for advanced satellite 
communication solutions. We 
look forward to continuing to 
work with the Brazilian Military on 
this and future opportunities.”

Comtech Systems specializes 
in system design, integration, 
supply and commissioning 
of turnkey communication 
systems including over-the-
horizon microwave, line-of-sight 
microwave and satellite.

Comtech Systems infosite 
is located at: http://www.
comtechsystems.com/

Comtech Teleco

Russia Signs Over Baikonur Ownership For 2016

Baikonur Cosmodrome in Kazakhstan.
Photo courtesy of RIA Novosti.

http://www.viasat.com/government-communications/data-links/small-tactical-terminal
http://www.viasat.com/government-communications/data-links/small-tactical-terminal
http://www.viasat.com/government-communications/data-links/small-tactical-terminal
http://www.comtechsystems.com/
http://www.comtechsystems.com/
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Several members of Joint Task Force-Bravo received training 
on the operation of critical communication equipment during a 
communication exercise (COMMEX) conducted at Sotoa Cano Air 
Base in Honduras from January 6th through the 7th, 2014.

“The purpose of the exercise was really two-fold,” said U.S. Army 
1st Lt. Joseph Ramaglia, a communications officer assigned to Joint 
Task Force-Bravo. “First, we are able to bring up all our equipment 
and test our communication capabilities on the installation to ensure 
we are prepared for any operations in the future. The second part 
was to train communications personnel within each of the MSCs on 
the functionality of the equipment to ensure they are prepared for 
future operations as well.”

Throughout the exercise, service members received training and 
familiarization on the operation of the AN/PRC-148 radio, the AN/
PRC 152 radio, Broadband Global Area Network (BGAN) system, 
Land Mobile Radio System (LMR) and Iridium satellite phones.

According to Ramaglia, this type of training is critical for members of 
the Task Force.

“Everyone on this installation is going to utilize some form of 
communication equipment at some point during their tour here,” 
said Ramaglia. “It’s beneficial for us to ensure we have service 
members trained and that they are ready to operate and use this 
equipment when it’s required, whether that be during an exercise or 
in a real-world scenario.”

Story by Capt. Zachary Anderson, 931st Air Refueling Group, 
Joint Task Force Bravo, USAF

US Army—Comms Training In Honduras

U.S. Army Spc. Luis Mitchell practices setting up a satellite 
communication antenna during a communication exercise 

(COMMEX) conducted by Joint Task Force-Bravo, Jan. 6, 2014. 
During the exercise, members of the task force were instructed on 
the operation of several types of communication equipment, and 

practiced using the equipment so they will be prepared to use it in 
a real-world scenario. 

U.S. Air Force photo by Capt. Zach Anderson

http://www.xicomtech.com/GettingGreener.aspx
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USAF—No Comm, No Bomb

Silence. Picking up the phone 
or transmitting over a radio 
to get no response on the 
other end can be an eerie 
feeling, especially when airmen 
deployed to a remote location 
seek directions on what they 
need to do, where they need 
to go, and how to get there.

The 1st Special Operations 
Communications Squadron’s 
tactical communications 
flight keeps the lines of 
communication open in remote 
locations, whether it’s by phone, 
radio or computer.

“Everything necessary to support 
deployed communications is 
self-contained in the flight,” said 
Staff Sgt. Christopher Wessels, 
1st SOCS power production 
craftsman. “We have all the 
tactical satellites to mobilize 
quickly out the door to remote 
locations. We can pretty much 
operate anywhere.”

The tactical communications flight 
focuses strongly on providing 
communication support in the 
deployed environment, while other 
elements of 1st SOCS focus on 
base communication infrastructure.

“The three core missions 
we do here at [the tactical 
communications] flight are 
advanced echelon (ADVON) 
pallet, deploying, and training 
the younger airmen so they can 
step up and be in our boots,” 
said Senior Airman Brandon 
Seyl, 1st SOCS radio frequency 
transmissions journeyman.

ADVON pallets contain 
everything airmen need 
equipment-wise to set up initial 
communication in a place 
where there hasn’t been time 
for a site survey.

“Here at the work center, our 
biggest package is ADVON,” 
Seyl said. “We constantly keep 
building the pallet up, and if 
a hurricane or a typhoon hits, 
we would be able to respond 
and sustain 30 days out in a 
remote environment.”

To ensure airmen are ready to 
deploy at a moment’s notice, 
the tactical communications 
flight performs necessary routine 
maintenance to their equipment, 
which ranges from quiet 
generators to a variety 
of antennas.

“For the home environment, 
we’re doing preventative 
maintenance inspections just 
to make sure the equipment is 
running properly,” Wessels said.

Communication in deployed 
environments aid commanders in 
executing missions by enabling 
them to provide orders. Aircrews 
also use tactical communication 
systems to relay messages back 
to the ground.

“We use radio frequencies 
to transmit voice and data 
for commanders in deployed 
environments, setting up the 
systems from the ground up,” 
Seyl said. “While deployed, 
communications are everything. 
If commanders and aircrew don’t 
have communications, missions 
can’t happen.”

Once tactical communications 
airmen deploy, they can see 
the vital role they play in a 
larger mission.

“When you actually go out in the 
field and you see the operational 
side, it opens your view to what 
you’re really here for, why you’re 
doing it, and the people you 
get to help, especially if it’s a 
humanitarian mission,” Seyl said.

While the flight places strong 
emphasis on the deployed 
mission, training at home station 
is necessary to equip Airmen for 
their deployments.

“If you don’t know what you’re 
doing, you’re not able to set up 
and maintain networks out in 
the field,” said Senior Airman 
Derek Geisbert, 1st SOCS cyber 
transport technician. “Then, 
people can’t get the phone 
calls they need or intelligence, 
surveillance and reconnaissance 
feeds. They can’t do any type of 
command and control if they’re 
basically in a blackout.”

Even though Seyl and Geisbert 
are trainers for their specialties, 
they both said one of their 
favorite aspects of their job is the 
constant hands-on learning.

“I think as new troops come in, 
it can be challenging to learn 
to be a trainer,” said Tech. 
Sgt. Scott Fischer, 1st SOCS 
noncommissioned officer in 
charge of tactical communication 
training. “We get new people 
in and we spin them up, that’s a 
vital part of our culture.”

For Wessels, who previously 
worked at a base civil 
engineer squadron, the tactical 
communications flight mission is 
rewarding and unique in 
its focus.

“Just knowing we’re ready to go 
at a moment’s notice and able to 
do our job is [the flight’s] biggest 
accomplishment,” he said.

Story by Senior Airman Michelle 
Vickers, Hurlbert Field, USAF

Senior Airman Brandon Seyl, 1st Special Operations 
Communications Squadron radio frequency transmissions systems 
journeyman, adjusts satellite communication systems at Hurlburt 

Field, Fla., Dec. 12, 2013. The tactical communications flight creates 
channels so command and control can be conducted. 
U.S. Air Force photo/Senior Airman Michelle Vickers

Senior Airmen Brandon Seyl, 1st Special Operations 
Communications Squadron radio frequency transmissions systems 

journeyman, and Derek Giesbrecht, 1st SOCS cyber transport 
technician, check phone lines at Hurlburt Field, Fla., Dec. 12, 2013. 
The tactical communications flight contains everything necessary to 

establish communications at a remote location for up to 30 days. 
U.S. Air Force photo/Senior Airman Michelle Vickers
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USAF—45th Space Wing Ensures Thaicom 6’s Launch Success

The Air Force’s 45th Space 
Wing provided support to 
the successful launch of the 
Thaicom 6 communications 
satellite from Space Launch 
Complex 40 at 5:06 p.m. on 
January 6th at Cape Canaveral 
Air Force Station in Florida. “I am immensely proud of 

the work of the wing and 
our mission partners,” said 
Col. Robert Pavelko, the vice 
commander of the 45th Space 
Wing, who also served as the 
launch decision authority.

“This is a tremendous way to 
open 2014, and we look forward 
to an exciting launch manifest in 
the year ahead.”

The launch of the Thaicom 
6 satellite is the second 
commercial launch by SpaceX. 
The satellite will provide C-band 
and Ku-band communications 
services across Southeast Asia 
and Africa.

The satellite will fly in 
a geostationary orbit 
approximately 22,000 miles 
above the Earth’s equator.

The Falcon 9 launch vehicle flew 
in the v1.1 configuration with 
upgraded Merlin 1D engines, 
stretched fuel tanks, and a 
payload fairing.

The Thaicom 6 mission was the 
second launch of the Falcon 9 
v.1.1 from Cape Canaveral Air 
Force Station.

The mission was also SpaceX’s 
second launch of a payload to 
geostationary orbit.

The 45th Space Wing team consists of military personnel, 
government civilians and contractors provided launch support to 

the Space Exploration Technologies, or SpaceX, mission, including 
weather forecasts, launch and range operations, security, safety, 

and public affairs. (Courtesy photo)

http://www.cpii.com/BUC
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Raytheon Company has as 
new $183 million contract 
that will find the firm 
designing and building 
terminals that are designed 
to transmit emergency 
messages to aircrews during 
nuclear missions.

Raytheon Company is the only 
provider of fielded Advanced 
Extremely High Frequency 
(AEHF) satellite terminals to 
protect the military’s most 
sensitive information.

The Global Aircrew Strategic 
Network Terminal (Global ASNT) 
is part of the nuclear command 
and control system that allows 
the President of the United 
States to direct and manage 
U.S. forces.

The terminals will be installed 
at fixed sites, including wing 
command posts, nuclear task 
forces and munitions support 
squadrons, and forward 
deployed mobile support teams. 
Fielding is expected to begin in 
fiscal 2017.

“Our satellite terminals offer strong 
connectivity and reliability in the 
harshest of environments,” said 
Scott Whatmough, vice president 
of Integrated Communication 
Systems in Raytheon’s Space 
and Airborne Systems business. 
“Thirty years after we built our 
first terminal, we’re still the only 
company that provides protected 
satellite communication terminals 
at the highest levels.”

Raytheon is actively producing 
AEHF terminals for the U.S. 
Army, Navy and Air Force.

The terminals have 
demonstrated interoperable 
communications using the 
AEHF satellite’s Extended Data 
Rate (XDR) waveform, one of 
the military’s most complex, 
low probability of detection, 
low probability of interception, 
anti-jam waveforms. XDR moves 
data more than five times faster 
than legacy satellite systems.

Raytheon’s terminals currently 
support military operations 
on older Milstar satellites, and 
are deployed and ready to 
operate with the newest AEHF 
satellites as soon as they are 
declared operational.

Raytheon—Emergency Comms During Nuclear Missions

14

Budget battles in Washington 
DC are causing tectonic shifts 
in the Air Force, the service’s 
leaders said during a Pentagon 
news conference held in 
December of 2013.

Acting Air Force Secretary Eric 
Fanning and Gen. Mark A. Welsh 
III, Air Force chief of staff, said 
that even with some relief from 
sequestration, the service will 
pay the bills via force structure, 
modernization and readiness.

How this occurs will affect what the 
service will look like in 2023, when 
sequestration ends, they said.

The proposed budget deal 
making its way through Congress 
would mitigate some near-term 
readiness problems, Welsh said, 
and Air Force leaders will put 
any money Congress approves 
beyond sequestration into training 
and maintenance accounts.

Still, he said, this doesn’t change 
the long-term picture, noting that 
sequestration poses a “Sophie’s 
Choice” dilemma for the Air 
Force. Does the service choose 
to keep near-term readiness 
high at the expense of force 
modernization, or vice versa? 
“That’s the balance we’re trying 
to walk,” the general said.

One example of this conundrum is 
the close air support mission. The 
Air Force is studying proposals 
on how best to carry out this core 
mission, the general said. One 
proposal would eliminate the A-10 
Thunderbolt II close air support 
aircraft—the aircraft Welsh flew as 
a young pilot.

If money were no object, the 
A-10 would be a great platform 
to retain, the general said. But 
money is tight, he noted, and will 
be tighter.

“To pay our $12 billion-a-year 
bill toward sequestration, we 
have got to find savings in big 
chunks,” Welsh said. “That’s the 
problem. And that’s what all these 
discussions are based on. It’s 
not about a specific platform. It’s 
about balancing the mission sets.”

The Air Force ultimately will 
replace the A-10 with the F-35 
Lightning II joint strike fighter, 
Welsh said. “That plan hasn’t 
changed,” he added.

The general said other aircraft—
F-16s, B-1s and B-52s—provide 
roughly 75 percent of the close air 
support in Afghanistan today. “We 
have a lot of airplanes that can 
perform that mission and perform 
it well,” he said. “Those other 
aircraft do other things for us.”

Saving money also is important, 
he said. “To do that, you have 
to start talking about fleet 
divestitures, because you have 
to get rid of the infrastructure 
behind the aircraft—the logistics 
tail, the supply systems, the 
facilities that do all the logistical 
support and depot maintenance, 
et cetera,” he said. “That’s where 
you create big savings.”

Changing force structure also will 
change the service, and this is 
inevitable, Welsh said.

“We will have to draw down 
people—both the tooth and the 
tail that comes with that force 
structure,” he added.

Personnel policies will be used to 
shape the force, and the service 
is getting these policies out to 
airmen now so they can make 
informed decisions, Welsh said.

“We’d love to get all this done 
with voluntary force-shaping 
measures over a period of time,” 
he said. “If we ... have to take 
involuntary measures, I would 
like everyone to have at least six 

months of time to talk to their 
family [and] to think about the 
impact this could have on them.”

Story by Jim Garamone, 
American Forces Press Service

USAF—The Need To Refine Funding Priorities

Gen. Mark A. Welsh III is Chief of Staff of the U.S. Air Force, 
Washington, D.C. As Chief, he serves as the senior uniformed 
Air Force officer responsible for the organization, training and 
equipping of 690,000 active-duty, Guard, Reserve and civilian 

forces serving in the United States and overseas. As a member 
of the Joint Chiefs of Staff, he and other service chiefs function 

as military advisers to the Secretary of Defense, National Security 
Council and the President.
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Most Marines use the Internet 
and radio frequencies for 
multiple purposes each day.

In combat situations, Marines use 
different types of radios to call 
medical evacuations, logistical 
resupplies or just get a simple 
radio check before stepping out 
on a patrol.

What is often over-looked, are 
the full capabilities of the 
radio systems they carry 
and the Marines who 
ensure that day-to-day 
communication is possible.

The Marines serving 
with the Communication 
Platoon, 3rd Battalion, 7th 
Marine Regiment, brought 
a new array of capabilities 
to the unit by using both 
the ANPRC-117G, a 
wideband tactical radio 
and the Support Wide Area 
Network program.

The systems provide the 
unit with advanced forms 
of communication while 
conducting an integrated 
training exercise. 
Individually the AN/
PRC-117G can attach to a 
laptop to send data and 
pictures to one another, 
and it allows the Marines to 
chat with one another, said 
Cpl. Grant Moulden, a field 
radio operator serving with 
Headquarters and Service 
Company, 3rd Battalion, 
7th Marine Regiment.

“If a scout sniper is 
deployed and he comes 
across someone doing 
something wrong like 
burying an improvised 
explosive device he can 
connect this lightweight 
radio unit to a laptop and 
send photos and data back 
to his command,” said 
Moulden, 22, a native of 
Muscoutah, Kan. “Then 
the sniper can talk to his 
command about how to 
deal with the hostile target.”

The AN/PRC-117G also 
has a second capability 
that uses the Adaptive 
Networking Wideband 
Waveform, commonly 
known as ANW2, to supply 
the Marines with Internet 
capabilities, Moulden 
added. While the AN/
PRC-117G is impressive, the 
(SWAN) adds even more 
capabilities to the unit.

The (SWAN) is an 
integrated, IP-based 
communications system that 
uses commercial satellite 
terminals, network baseband 

equipment, wireless systems 
and various software to provide 
deployed Marines with robust 
communications capabilities.

“Alone. the (SWAN) pulls Internet 
access from our communications 
headquarters through specific 
pre-determined satellites and into 
our computer,” said Cpl. Steven 
Rice, a data network specialist, 
serving with the battalion. “Then 

we add a switch that allows us 
to push the Internet to our other 
computers near us using CAT 5 
cables (category 5 unshielded 
twisted pair cables).

Both types of gear working 
together allows the Marines to 
do even more. When hooked 
to the (SWAN), this radio pulls 
the Internet connection from 
the satellite through the (SWAN) 

and into the AN/PRC-117G, 
Moulden said. Then it distributes 
the non-classified Internet 
protocol network (NIPR) and 
secret classified Internet protocol 
network (SIPR) to neighboring 
computers in the network.

Story by Cpl. Corey Dabney, 
1st Marine Division, Regional 
Command Southwest, USMC

USMC—Working Together To Gain Services During ITX

http://www.comtechefdata.com/
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Northrop Grumman—Cyber Threat Competition
Holding the number one spot 
in the world for the second 
consecutive year, a Northrop 
Grumman Corporation 
(NYSE:NOC) team of cyber 
engineers won the overall 
“grand champion” title in the 
Defense Cyber Crime Center’s 
(DC3’s) eighth annual Digital 
Forensics Challenge.

The global challenge is a 
call to the digital forensics 
community to pioneer new 
investigative tools, techniques 
and methodologies to address 
the dynamic cyber threat. 

The challenge encourages 
innovation from a broad range of 
individuals, teams and institutions, 
and recognizes winners in various 
categories including military, 
government, commercial, civilian 
and academia.

In addition to earning the top 
spot as grand champion, the 
Northrop Grumman team once 
again took first prize in the U.S. 
and commercial categories.

The company’s team is also 
the only U.S. team to have 
taken first place in the overall 

competition since it was opened 
to international participants in 
2009. 

The 2013 competition exceeded 
2012’s submissions by 235 
percent with 3,182 exercise 
submissions compared to 1,356 
in 2012. Overall, there were 
1,254 registered teams from 49 
US states and 49 countries.

“We are very proud of our world-
class team of cyber professionals 
who have proven the importance 
of rapid innovation to address 
the ever-changing cyber threat,” 
said Jim Myers, vice president 
and general manager, cyber 
solutions division, Northrop 
Grumman Information Systems. 
“This competition validates the 
breadth and depth of talent 
we have at Northrop Grumman 
and reconfirms our continued 
commitment to cyber workforce 
development.”

The 10-½ month contest 
started in December 2012. 
The challenge consisted of 
41 individual scenario-based 
exercises organized into five 
levels of difficulty. They ranged 
from basic digital forensics, or 

“novice-level,” to “developer-
level,” where advanced tool 
development was required to 
solve the exercise and earn 
points.

Teams were free to select which 
of the exercises to work on and 
submit for grading. The following 
is a link to DC3 challenge 
leaderboard: http://www.dc3.
mil/challenge/2013/stats/
leaderboard.php.

Team members researched 
solutions and, in some cases, 
developed new techniques to 
solve specific problems. This 
year, the team focused on 
forensics tool development 
exercises, Windows system 
forensics, as well as encryption.

The DC3 sets standards for digital 
evidence processing, analysis and 
diagnostics for any Department 
of Defense (DOD) investigation 
that requires computer forensic 
support to detect enhance or 
recover digital media, including 
audio and video.

The center assists in criminal, 
counterintelligence, 
counterterrorism and fraud 

investigations of the Defense 
Criminal Investigative 
Organizations and DOD 
counterintelligence activities. It 
also supports safety investigations 
and inspector general and 
commander-directed inquiries. 
For more on DC3 and the 
challenge, go to www.dc3.mil.

Northrop Grumman is committed 
to building a world-class cyber 
workforce. Among the company’s 
numerous cyber initiatives 
related to science, technology, 
engineering and math, the 
Northrop Grumman Foundation 
supports CyberPatriot, the 
national youth cyber education 
competition and the University 
of Maryland Baltimore County 
(UMBC) CyberScholars program. 

The corporation supports the 
University of Maryland Advanced 
Cybersecurity Experience 
for Students program, leads 
the Cybersecurity Research 
Consortium, is partnered with 
the UMBC Research Park 
Corporation on the Cync 
incubator program, and operates 
its own Cyber Academy.

 

A radio check as a unit heads 
out on a mission, scheduling a 
convoy by phone or sending 
an email to confirm a supply 
drop in the field might seem 
like easily accomplished 
communication, but there is 
more to it than meets the eye.

Telecommunication, data 
and radio operator Marines 
worked quickly to get these 
communications up and running 
in time for the start of Exercise 
Steel Knight 2014 aboard Marine 

Corps Air Ground Combat 
Center Twentynine Palms, Calif., 
and accomplished that mission in 
only one day, supporting more 
than 500 Marines and sailors.

“We’ve set up different 
phone lines within the 
command operations center, 
the forward operating bases 
and the headquarters tent,” 
said Sgt. Ebony Tatum, 
telecommunications supervisor, 
Headquarters Company, Combat 
Logistics Regiment 1, 1st Marine 

Logistics Group, and a Fort 
Washington, Md., native. “We 
also set up fiber lines with 1st 
Marine Division, so we can 
communicate with them as well 
as other 1st MLG units.”

The ability to make phone calls is 
just one of the capabilities these 
communications Marines provide 
in the field. Data Marines set up 
the Support Wide Area Network 
in order to get other services, 
such as email, up and working.

“First we have to get the 
[transmitter] up that connects 
to the satellite in the sky,” said 
Lance Cpl. Brenden Salinas, 
data network specialist, HQ Co., 
CLR-1, 1st MLG. “After that, 
we can turn on our servers and 
communicate with other units.”

Salinas’ job goes further than just 
making sure the network is up and 
running in a timely fashion. When 
he’s not ensuring the overall 
communication abilities of CLR-1 
are working in the field, he’s 
troubleshooting computer issues 
for individual Marines and sailors.

“I’m working the help desk,” said 
Salinas, of Westbend, Wis. “When 
someone’s computer doesn’t 
work or they can’t send emails, I 
find a way to fix the problem.”

While the telecommunication 
and data Marines are setting up 
transmitters and phone lines, the 
radio Marines already have the 

initial form of communication 
operating.

“We set up the first line of 
communication,” said Lance Cpl. 
James Biggs, radio operator, 
HQ Co., CLR-1, 1st MLG. “We 
just put our antennas up really 
quickly, and we’re ready to go. 
We connect those antennas to 
the COC, so that they can hear 
everything that’s going on.”

Not only do radio Marines 
provide the COC with another 
communication outlet, they also 
set up an electronic tracker that 
allows the COC to see exactly 
what is happening on convoys.

“We track the vehicles on a 
GPS, so we can see where they 
are. We can’t really coordinate 
anything unless we know where 
they’re at,” said Biggs, of 
Atlanta, Ga. “We also make sure 
convoys do not go near any live-
fire areas during the exercise.”

Combined, the MAGTF is able to 
deploy and respond in a timely 
manner to any situation across 
the globe.

Story by Sgt. Sarah Fiocco, 1st 
Marines Logistics Group, USMC

USMC—Comms Flow During Steel Knight

Lance Cpl. Jacob Turnage, data network specialist, Headquarters 
Company, Combat Logistics Regiment 1, 1st Marine Logistics 

Group, secures the cords connected to the Support Wide Area 
Network transmitter aboard Marine Corps Air Ground Combat 

Center Twentynine Palms, Calif., during Exercise Steel Knight 2014.
The SWAN transmitter connects to a satellite for comms services.

http://www.dc3.mil/challenge/2013/stats/leaderboard.php
http://www.dc3.mil/challenge/2013/stats/leaderboard.php
http://www.dc3.mil/challenge/2013/stats/leaderboard.php
http://www.dc3.mil/
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Gen. William L. Shelton is Commander, Air Force Space 
Command, Peterson Air Force Base, Colorado. He is 
responsible for organizing, equipping, training and maintaining 
mission-ready space and cyberspace forces and capabilities for 
North American Aerospace Defense Command, U.S. Strategic 
Command and other combatant commands around the world. 

General Shelton oversees Air Force network operations; 
manages a global network of satellite command and control, 
communications, missile warning and space launch facilities; 
and is responsible for space system development and 
acquisition. He leads more than 42,000 professionals assigned 
to 134 locations worldwide.

General Shelton entered the Air Force in 1976 as a graduate 
of the U.S. Air Force Academy. He has served in various 
assignments, including research and development testing, 
space operations and staff work.

The general has commanded at the squadron, group, wing 
and numbered air force levels, and served on the staffs at 
major command headquarters, Air Force headquarters and 
the Office of the Secretary of Defense.

Prior to assuming his current position, General Shelton was 
the Assistant Vice Chief of Staff and Director, Air Staff, U.S. 
Air Force, the Pentagon, Washington, D.C.
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In December of 2013, General Shelton spoke before the 
AFCEA NOVA Chapter on Air Force IT Day. Our thanks 
to AFSPC/PA Operations and Captain Chris Sukach and 
Anthony Roarke for forwarding to MilsatMagazine the 

transcription of his presentation.

“It’s always challenging to speak to such a diverse audience, 
one that understands implicitly how important our space and 
cyber capabilities are for joint warfighting and for our economic 
well-being.

And I think this audience will agree, space and cyber capabilities have 
changed the form of modern warfare... and they will become more important 
over the long-haul... as such, we have to ensure they are preserved.”

“As Secretary of Defense Chuck Hagel recently acknowledged, ‘As 
our potential adversaries invest in more sophisticated capabilities 
and seek to frustrate our military’s traditional advantages, including 
our freedom of action and access, it will be important to maintain our 
decisive technological edge.’

“I completely agree with the SecDef…we must maintain our edge... our 
Nation can’t afford to surrender our lead in space and cyber.

“But I don’t want to focus my comments today on the budget issues. 
Quite frankly, I’m tired of thinking about it, tired of losing sleep over 
it, and tired of living it.

 
 
 

Defining The Future Of Air Force Cyber

By General William L. Shelton, Commander, Air Force Space Command

Photo of General Shelton delivering 
his presentation during the 2012 

NOVA AFCEA conference.



“So, instead, I’d rather talk about a much happier subject: What our 
AFSPC Airmen are doing to lead the way, helping to ensure our Air 
Force remains the greatest air, space and cyberspace force in the world. 

“I’ll talk about cyber, what my command is working on today and into 
the future. I’ll be jumping around on several different subjects, so 
please hang with me.

“Let’s start with what I assert as a given—space and cyber capabilities are 
absolutely foundational to America’s future... our military, our industry, 
our freedom of action... you name it... they touch everything. Militarily, 
space and cyber capabilities enable seamless command and control, 
global surveillance and precision targeting, among many other things. 
If you think about it, our Air Force has been at war for nearly 23 years, 
starting with Northern and Southern Watch, right through Desert Storm.

“During that time we’ve stitched space and cyber into the fabric of joint 
operations and created a synergy that has changed modern warfare. 
Our own mental model has shifted, as planners now actively consider 
the full space and cyber toolkit.

“Our potential adversaries have been watching us these 23 years, and 
they have gone to school on our space- and cyber-enabled modern 
warfare. And our dependence on these domains yields a corresponding 
vulnerability for adversaries to exploit.

“I think it’s fair to say that without a doubt, they will challenge us in 
space and cyberspace.

“As our dependence has grown, both domains have become 
increasingly contested. And in cyberspace the threats have grown both 
in quantity and sophistication—denial of service attacks, malicious code, 
direct attack on critical infrastructure, and theft of intellectual capital... 
these are all serious problems we face.

“And as many of you have heard me say before, the price of admission to 
be a contender in the cyber domain is very cheap…literally a computer, 
an Internet connection and some software savvy and you’re in.

“The adversaries we face in cyber come from a troubling mixture 
of backgrounds and agendas—state sponsored hackers, actors with 
an ideological agenda, criminals and probably most troubling to 
patriots… insiders.

“The threats are sometimes very obvious and discoverable, and 
sometimes very insidious and difficult to detect…and we have to be 
ready for both. Which is why conferences like this are so important--we 
must be able to operate in, defend, and fight through the challenges 
in the cyber domain.

“To be successful, we’ll all need to think very deliberately on how to 
counter these threats and how to ensure cyber mission accomplishment, 
even in the face of attacks.

“Let me say that a different way: Even when challenged, our data MUST 
get through, it must be timely, and it must be valid. True for C2 data, 
intel products, TPFDDs, Air Tasking Orders—you name it.

“While denial of service is scary, so would be discovery of manipulated 
data in our networks during conflict. The corresponding lack of trust 
that would follow would result in much confusion and at minimum, 
delays in our ability to prosecute the fight.

“The Airmen in my command are leading the charge in these areas and 
working through sophisticated defense methodologies. We’re using 
the standard approach to defense, which starts with Defended Asset 
Lists provided to us by our users.

“And, by the way, we can all agree that the cyber domain is a very 
different animal, but we’re increasingly finding that application of tried 
and true military processes pay dividends in the cyber domain as well. 

“So, let me shift gears and talk about some things we’re doing to try 
to normalize cyber ops in our AF.

“Normalizing cyber operations has been a challenge because as some of 
you have experienced first-hand, cyber’s genesis was disparate networks 
with inconsistent resourcing and very disparate roles and responsibilities.
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“Networks grew up base by base with an eye mainly to each base’s 
mission. Eventually, as MAJCOMs took ownership, there was a beginning 
to enterprise oversight, but it stopped at MAJCOM boundaries. We still 
had no enterprise, a lack of standards, configuration control and most 
importantly: Zero enterprise-wide situational awareness.

“This changed somewhat with the standup of the Air Force Network 
Operations and Security Center, at Barksdale AFB in 2004…at this 
point we began to see some centralized vulnerability management 
and enterprise security.

“A great start…but we still had the issue of numerous distinct networks, 
gateways and program office networks…and we didn’t have a good 
handle on the activities writ large.

“Fast forward to today: AFSPC, 24th Air Force and the Air Force Network 
Integration Center (AFNIC) have worked hard to consolidate all of these 
networks into a single Air Force Network…the AFNet.

“We’ve collapsed 120 different network entry points into 16 gateways 
and already improved our ability to secure the AFNet, monitor traffic 
and provide defense-in-depth. So far we’ve migrated approximately 90 
percent of our 275 targeted sites, which equates to just over 580K users.

“We’ll be fully consolidated by the spring of next year, and when 
finished, we’ll have a single enterprise network with consistent 
standards... one that we can defend. 

“The user experience will be greatly improved: once migrated, the 
CAC card allows you to access the AFNet from any AF location—just 
as if you were at your home base machine. And we can begin to think 
about enterprise solutions for our users to simplify account management 
and gain efficiencies.

“What if: When you got your CAC card at BMT or your commissioning 
source, your account was created and you didn’t have to reapply for 
an account upon every PCS move? Instead, we would provide a 
website that would allow you to update your account as needed, 
but no need to spend extra quality time establishing accounts 
every time you move or go TDY.

“This is but a small sample of what our folks in 24th AF 
are thinking about, enabled by an enterprise capability 
and approach.

“As we go forward, there are areas where we’ll continue to 
innovate and shape the enterprise. Our teams are looking 
at ways to weave in commercial and cloud solutions to 
meet our enterprise goals. We’re looking hard at the “Next 
Generation Desktop”…commercially provided e-mail, data, 
voice and collaborative tools…unified capabilities which could 
save millions of dollars.

“And, we’re looking at integrating technology that will 
make our workforce more productive…like tablets and next 
generation mobile computing.

“It’s no secret that as we envision the future, we have to continue 
working the “lanes in the road” discussion. In the past, there was no 
MAJCOM with the lead for cyber, so things defaulted to the Air Staff.

“Now, we at Air Force Space Command have assigned responsibilities 
for both cyber operations and cyber programs. It’s really no different 
from the air and space domain, if you think about it. Let me use the 
air domain as an example.

“If we have capability shortfalls in either the CAF or MAF, whether they 
be weapons systems or infrastructure, we count on ACC and AMC to 
define the requirements, work those up through the AFROC and JROC, 
then work closely with the appropriate product center to close the gap. 
Why would cyber be any different?

“We get a little hung up on definitions of cyber and IT, and getting 
those definitions clear and agreed upon is absolutely critical, but it turns 
out we’re having a devil of a time reaching consensus.

“In AFSPC, we’re absolutely focused on providing joint cyber 
capabilities, which means we have to avoid an IT-minded approach to 
cyber. Certainly IT provides the great tools and platforms we use, but 
that is not cyber operations…no more so than the F-22 sitting on the 
ground is doing air superiority.

“We have to operate in a domain that’s created with IT to accomplish 
cyber ops and produce joint warfighting effects. Additionally, 
conducting cyberspace operations includes having the tools to do the 
job... like we do for other capabilities in our inventory.

“Earlier this year [2013], we made a significant step when our Chief of 
Staff declared 6 of our cyber capabilities as weapon systems—another 
big step toward normalization. If that catches you slightly off guard, 
please understand, these are not weapons in the conventional sense…
we used the proven, standard weapon system construct to establish a 
business process to drive our investments in this domain.

“Just as the Air Force must invest in, maintain and sustain our air 
assets, we’re using the standard weapon system framework to source 
our cyber capabilities. For example, for two years now our Airmen have 
conducted defensive cyberspace operations for Air Mobility Command 
(AMC) using the CVA/Hunter system, one of those “weapons systems,” 
that’s an active cyber-capability that we’ve invested in.

“It’s purely defensive in nature, 
and i t  s tays  w i th in 
the boundaries of 
o u r  o w n 
network—
nothing 
really 

“weapon” 
a b o u t  i t . 
Bu t  the  weapon 
system process and 
the sustainment discipline and 
funding protocols that go with it, 
will help normalize this business.

“Now let me shift gears again on you and talk about our contribution to 
the Joint Cyber Force. And Cyber Mission Teams are where the rubber 
meets the road in cyberspace.
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“USCYBERCOM recently established a Cyber Mission Force requirement 
to conduct full spectrum cyberspace operations…this is where our 
Airmen will provide vital capability for joint cyberspace operations.

“Over the next three years, the Air Force will provide 39 distinct teams 
to CYBERCOM as our share of the CMF. These cyber mission teams 
will include National Mission Teams, which defend our nation from 
strategic cyber-attack; Combat Mission Teams, which support mission 
execution for combatant commanders, fully integrated with operations 
in all other domains; and Cyber Protection Teams that provide mission 
assurance and defend missions in cyberspace.

“I mentioned a few moments ago that our Airmen are conducting 
defensive cyberspace operations for Air Mobility Command (AMC)…
going forward we will extend DCO capabilities to Transportation 
Command (TRANSCOM) prioritized missions, meeting the needs of 
General Fraser and his Command.

“When fully operational, we’ll have over 2,200 Airmen in 24th Air Force/
AFCYBER committed to the Cyber Mission Force. We’ve already re-cast 
some of our folks conducting these joint missions.

“Next let me talk briefly about some exciting work we’re doing with 
the Army and DISA on the Joint Information Environment.

“Honestly, we’ve spent several months doing some important due 
diligence on JIE implementation. While our commitment to the JIE 
vision is unwavering, as the AF lead for cyber, I felt it was important 
to look before we leapt—and it was some good discovery work by a 
host of people.

“We’ve now formed a very strong and productive partnership with the 
Army and DISA and we will begin implementing our Joint Regional 
Security Stacks early next year….our operational success with our AFNet 
Gateways has been instrumental to this effort.

“We will also provide enclave control nodes for JIE at 10 of our Air 
Force bases, integrating the Air Force into the JIE enterprise. And 
the Air Force has leaned forward with classified Defense Enterprise 
E-mail…or DEE, and while DEE is not part of the JIE architecture per 
se, it is a step toward the JIE vision of a single DoD enterprise with 
centralized services.

“We’re still in a due diligence mode on unclassified DEE, working 
through the cost estimates with DISA. So we’re tapped into JIE and 
partnering to define the single joint enterprise. As with everything else 
these days, we are looking hard at every aspect of this transition to 
ensure we gain the resource efficiencies predicted.

“Clearly, combatant commander and warfighting priorities remain the 
primary focus for all our space and cyber capabilities. And while the 
United States remains the leading global military power, that status is 
being challenged every day.

“It’s imperative the warfighter trusts the data they receive from our space 
and cyber systems…anywhere around the globe, 24/7. And 
as I’ve said, we need to ensure the data gets from Point 
A to Point B, through any contested environment.

“Our adversaries will also use cyber to inject 
themselves in space, wherever they can, 
particularly at the seams in our capabilities. 
Cyber-attacks—to deny command and 
control of our satellites and by interfering 
with the Air Force Satellite Control 
Network…let me assure you, we are 
very concerned about such threats. Our 
adversaries are looking for accessible 
single points of failure, and we must 
harden our systems.

“A watchword in my headquarters is 
resiliency... that’s where we’re headed 
with future space and cyber architecture. 
Resilience means that despite adversary 
action we still have a capability to present to 
the joint warfighter.

“Let me give you one example. The Iridium 
constellation uses 66 satellites in Low Earth Orbit to 

provide commercial comm and data services. The resiliency of Iridium’s 
constellation was certainly tested when a Russian KOSMOS satellite 
collided with one of Iridium’s satellites in 2009. Despite the loss, the 
constellation was still able to support users because of the overall 
resilience inherent in the constellation.

“In stark contrast, the national security MILSATCOM architecture is 
nowhere near as resilient.

“In fact, with most SATCOM systems, we’re often one-deep on capability 
because it’s expensive…we build just enough and just in time. To get 
to a much more fault tolerant architecture, we’re working hard to find 
the balance between affordability, capability and resilience.

“There are a lot of good ideas on the table right now… discussions 
between staff in my headquarters, industry and the Space and Missile 
Center at Los Angeles.

“In fact, we’re wrapping up a study that addresses joint warfighting 
requirements and resiliency in order to project what our future 
architecture will look like.

“This study is looking at a number of environments to paint the picture. 
Benign, those with some IO or jamming activity; contested, direct and 
purposeful kinetic/non-kinetic or IO attack on our systems; and, nuclear, 
aimed at protected national critical assets to support senior leaders 
during and after a nuclear event.

“For space and cyber, the reality is that we’re facing external threats 
outside of DoD as well as tough budget challenges from within.

“For the long term, the ripple effects caused by continued sequestration 
mean uncertainty and a bow wave of bills that will someday come due. 
As we continue to make headway in cyberspace, the long-term effects 
of sequestration will challenge us on many levels. We can’t continue 
with the status quo: business as usual...we simply don’t have that kind 
of money.

“But the good news: We are the best Air Force in the world with the 
best Airmen around…and they’re looking at solutions.

“We have a lot of hard work and opportunity ahead of us, but it requires 
us to find answers to some pretty tough questions. It starts with a team 
of Airmen, contractors, researchers and industry innovation…good 
ideas from all quarters.

“And speaking of industry, we know that the commercial sector is ahead 
of the government sector in technology in cyber…so we need to hear 
from industry. We’re putting all ideas on the table, listening to folks 
from government, industry and those within our command.

“On the people part of this, a lot has also changed in how we prepare 
our people to conduct cyber missions. For one, we’ve moved to much 
higher training standards… there are requisite skills our cyber operators 
need in order to do the mission. And, we expect a level of preparedness 

from our cyber operators that didn’t exist before…they have 
to be certified to fly missions in cyberspace.

“And the folks we need in the driver’s seat must 
have the right combinations of tools to head us 

in the right direction.

“It never ceases to amaze me how much 
talent our Airmen, contractors and industry 
partners demonstrate every day. 

 “We have some chal lenges and 
opportunities ahead of us, so we’ll need 
all the talent we can muster. Thanks for 
the opportunity to speak today. Space 
and cyber are absolute game changers 
for modern warfighting. And the demand 

clearly exceeds our resources. But that 
doesn’t change the fact we’re going to 

continue to lead at the edge in cyber…our 
Nation depends on it.

“I look forward to where we’re headed as an Air 
Force and as a Nation.“
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By Jim Garamone, American Forces Press Service

Space—The Ultimate High Ground 
General Shelton’s Remarks To George Washington University Students

Space is fundamental to the economy, the military and the 
way of life in the United States and officials must continue 
to guard against challenges in the domain from adversaries, 
the commander of Air Force Space Command said on 

January 8th, 2014, to students at George Washington University 
in Washington DC.

General William Shelton shared with students at George Washington 
University some of his worries and concerns regarding space defense 
for our nation.

In the past 60 years, space has grown from a domain with a lone satellite 
beeping across the heavens to a $300 billion economic engine.

“The advent of space systems has allowed citizens and governments 
to engage routinely in the world around them, communicate at the 
speed of light and to tap sources of information previously unavailable 
to them,” Shelton said.

“Satellites are now essential parts of the 21st century way of life 
for all nations. Weather forecasting, precise navigation, instant 
communications and many other capabilities tie space to Earth.

“These are incredibly important during crises. The death tolls from 
Hurricane Katrina in 2005 and the Japanese tsunami in 2011 would have 
been even higher, had not satellite surveillance and communications 
been available,” he said.

Space has also changed the military. “In all of recorded history, when 
armies met on the battle field, they fought for the coveted high ground 
because of the obvious advantage it gave them over the adversary,” 
Shelton said. “Later, balloons performed that function and even later, 
airplanes were used as observation platforms.”

“Space is the ultimate high ground,” he said.

Shelton’s Air Force Space Command has a global mission with global 
responsibilities that reach all corners of the planet and up to 23,000 
miles in space and geosynchronous orbit. “We get space-derived 
information to all sorts of users, including the military operators of our 
nation’s Army, Air Force, Navy and Marines—those who rely on timely 
and accurate data,” he said.

Intelligence, logistics and other operationally relevant data flow 
seamlessly to the front lines in Afghanistan as well as to other parts of 
the world where U.S. forces are operating.

“I can’t think of a single military operation across the full spectrum, from 
humanitarian relief operations all the way to major combat operations, 
that doesn’t somehow depend on space for mission success,” Shelton 
said. “But frankly, this dependence on space has also become quite 
a bit of a double-edged sword. Our potential adversaries have been 
going to school on us during these many years of combat operations.”

Adversaries are mimicking American procedures and looking for chinks 
in American armor,” the general said. “More concerning, as they’ve 
watched us, we’ve watched them develop systems to challenge our 
advantages in space,” he said.

“Because space launch is so expensive, we loaded as much as we could 
onto our satellites—multiple missions, multiple payloads, “ Shelton said. 
“After all, we were operating in a relatively peaceful sanctuary in space.”

Not today.

“As I look at the next 20 years in space, we have a difficult, up-hill 
climb ahead of us,” he said. “I equate this to the difficulty of turning 
the Queen Mary. You send the rudder a command and the delayed 
response tries your patience.”

To sustain space services, the United States must consider architectural 
alternatives for future satellite constellations.

“These alternatives must balance required capability, affordability and 
resilience,” he said. “There are many options that we’re actively studying 
right now. The notion of disaggregation is one. And what we mean by 
this is moving away from the multiple payload, big satellite construct 
into a less complex satellite architecture with multiple components.”

Distributing space payloads across multiple satellite platforms increases 
U.S. resiliency. “At a minimum, it complicates our adversaries’ targeting 
calculus,” he said.

A United Launch Alliance Atlas V 
rocket carrying a 

National Reconnaissance Office 
payload launches from Vandenberg 

Air Force Base on December 5, 2013, 
from Space Launch Complex-3 by 

Team Vandenberg. 
U.S. Air Force photo/Michael 

Peterson.
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Command Center
Tony Navarra, Globalstar Satellite Communications, LLC

Anthony J. Navarra is President of 
Space Operations and Special 
Projects at Globalstar and has 
been working with Globalstar 
for nearly 22 years. Prior to 
his appointment to his current 
position in September 1999, 
Mr. Navarra was executive 
vice president of strategic 
development and acting chief 
operating officer for Globalstar. 
In this position, Mr. Navarra was 
responsible for the acquisition of 
partners for Globalstar, developing the 
business plan and marketing the company’s satellite 
mobile services. He also oversaw functions of all corporate 
departments including international business development, 
marketing, engineering, corporate development and 
production, finance and administration, regulatory affairs and 
system applications.

He is currently responsible for the design, development and 
management of the $ 1.1 billion second generation 48-satellite 
production and launch contracts with Thales Alenia Space and 
Arianespace. He continues to manage the control and operations 
of the first generation satellite constellation which provides 
SIMPLEX messaging, position location service and voice and 
data service to the Globalstar ground stations and subscribers. 

Prior to joining Globalstar in 1987, Mr. Navarra served as 
marketing vice president at the Rolm MilSpec Computer 
Division of Loral Corporation, responsible for managing the 
product development of military computers, high speed mass 
storage device and satellite communication processors. He 
developed and manufactured the embedded computers and 
signal processor for the U.S. Department of Defense advanced 
data processing program on the Airborne National Command 
Post for the President of the United States, Air Force One, 
and various fixed, mobile and airborne satellite terminals.

From 1984 to 1987, Mr. Navarra worked for TRW in Redondo 
Beach, California, as Business Area Director of satellite 
terminal development responsible for the antenna technology 
and development of submarine systems, VHSIC technology 
based modems for the MILSTAR program and satellite signal 
processor for the Department of Defense. Prior to that time, 
Mr. Navarra worked for Magnavox Research Laboratories 
and Government Electronics Company in Torrance, California 
from 1972 to 1984. 

Mr. Navarra holds a Bachelor of Science degree in Physics 
from the University of San Francisco and Master of Science 
degree in Systems Management from the University of 
Southern California. He received post degree work experience 
in the theory of Satellite Communications while attending 
the U.S. Army Signal Corps at Ft. Monmouth, New Jersey. 
Mr. Navarra has continued post-graduate work at Stanford 
University in business and management. He continues to 
provide guest telecommunications courses at the University 
of San Francisco McClaren Business School and is a member 
of the USF Telecom Board. 

His current responsibilities include the operations of the 
Globalstar first generation satellite constellation and the 
delivery and launch of the second generation satellite 
constellation which was completed in August 2013. Additionally 
Mr. Navarra continues to grow the telecommunications and 
special applications for Globalstar in the government and 
commercial sectors. 

He was key in the placement of both Globalstar IPOs in 1993 
and 2006 and has participated in many road shows raising 
4 billion since 1993. He most recently was instrumental in 
establishing a French government, CoFace, backed, $504 
million loan, from a consortium of French banks in July of 2009. 

MilsatMagazine (MSM)

Mr. Navarra, how did you decide upon a career within the SATCOM 
industry and, secondly, what drew you to Globalstar?

Tony Navarra

I ‘decided’ on a SATCOM industry career having been the U.S. Army 
Officer in charge of providing satellite service to the White House 
Communication Agency for the President of the United States from 1970 
to 1972. Upon leaving the service, I went to work for a major supplier 
of ground-based satellite communications equipment, Magnavox. From 
there, I developed space based processors for satellites and ground 
stations at TRW and, finally, Loral Space and Communications, where 
I assisted in the formation of Globalstar and have been the President 
since 2000.       

MSM

Please discuss the importance of Globalstar’s second generation satellite 
constellation and how it can be used by the MAG (Military, Aerospace 
and Government) to ensure mission success, all the while saving lives?

Tony Navarra 

The second generation satellite constellation was developed to enhance 
all the first generation satellite capabilities, services and product 
features that were used by our military and commercial customers. The 
second generation satellites and ground infrastructure are significantly 
increasing the number of features available to MAG users as well as 
offering the ability to fine tune special features and capabilities for 
end-users. Increasing the power from the satellites provides significantly 
higher data rates, going from tens of kilobits to thousands of kilobits, 
instantly. This really makes a difference operationally and the ability to 
meet many more applications.

MSM

What are your plans to further introduce Globalstar product into the 
U.S. military and agency acquisition process? What steps must be taken 
to ensure you are “heard” by the purchasing authorities?

Tony Navarra 

Our plans include working directly with the various services and research 
laboratories to develop specific software and hardware solutions to meet 
the needs of the government and the armed forces. We have learned 
that the best approach in communicating with MAG customers is to 
develop commercially proven products, and during the commercial 
launch process, to demonstrate their range of capabilities at the same 
time sharing sales and service terms with the procurement bodies, such 
as the U.S. General Services Administration.

The final second generation Globalstar satellite completing its 
launch preparatons. Photo courtesy of Arianespace.
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MSM

Additionally, given the crucial role of NGOs and first responders during 
horrific disasters (natural and man-made), what can they leverage from 
the Globalstar constellation to help them with their good works?

Tony Navarra 

Globalstar has already successfully demonstrated and sold multiple 
configurations of our handheld voice and data phones, SPOT (safety and 
security messaging devices) to hospitals, federal and state governments, 
first responders and MAG customer groups in emergency and remote 
configurations that provide satellite and cellular network services at 
critical facilities worldwide during emergencies. 

These products assure that these organizations and facilities remain 
in contact, linking their network, employees, service personnel and 
headquarters. More importantly Globalstar’s products, service and 
satellites provide interoperability across many organizations, federal 
and state, first responders and military services via ground stations 
which are 1) redundant geographically and 2) located well outside the 
natural disaster, emergency or area of operations. All of this is aimed 
at ensuring uninterrupted satellite based communication services.          

MSM

What do you recall as the company’s—and your—major accomplishments 
over the 18 years you have been with the firm?

Tony Navarra 

The major accomplishments for Globalstar, include the introduction 
of ground-breaking industrial, commercial and consumer products 
worldwide as well as products specifically for consumers that deliver 
affordable voice and data communications and messaging for the safety 
and security of individuals as well as their property, including buildings, 
cars, boats and motorcycles. Additionally, launching our second 

generation of satellites—securing Globalstar services with backward 
compatible second generation products through at least 2025—this 
is a major accomplishment for the business and myself personally. 

MSM

Why is SIMPLEX an important technology for the company? Please 
explain some of the products Globalstar offers to support SIMPLEX 
and what communication challenges this technology solves.

Tony Navarra

Simplex products include SmartOne, SPOT Personal Tracker, SPOT 
Satellite GPS Messenger, SPOT Gen3 and now, the recently introduced 
SPOT Trace product. All of these represent a highly reliable, worldwide 
signaling capability, providing position location and short messages 
combined with a long battery life, ensuring the safety and security of 
personnel as well as property.

These products provide real-time messaging to designated computers, 
cellular phones and smart phones. They help users by swiftly reporting 
position information, and help get emergency services back to the user. 
All of this is provided without a cellular or ground network. Rather, 
Globalstar’s unique service is a high quality, CDMA-based, redundant 
messaging system that assures real-time communications from the 
Simplex device to the designated user terminal or mobile device, with 
optimum reliability.     

MSM

What are SIMPLEX’ capabilities that would, or could, be of interest to 
militaries and agencies? 

Tony Navarra 

Our Simplex products, SPOT and Trace products are capable 
of providing remote status, location and sensor information as 

Artistic rendition of Globalstar’s second 
generation constellation. 

Image courtesy of Thales Alenia Space.



MilsatMagazine—January 20142626

programmed by the MAG. Today, many government organizations 
are using these devices for important assets that need to be tracked, 
obtaining real time location information of moving assets.

Additionally, sensor information such as fluid levels is readily available, 
as well as temperature, and pressure, fire and intrusion alarms. We assist 
in keeping individuals safe and provide very quick medical assistance 
or support to individuals, company’s employees and provide the basic 
position location and messaging service to security organizations. 

Police, military police, fire fighters and first responders all rely on the 
capabilities of our network.   

MSM

Globalstar offers what the company calls “Extreme Systems.” Please 
explain what these systems are and what roles these products could 
play in the MAG environment.

Tony Navarra 

Our products operate in extreme temperatures and in wet environments, 
both in water and in inclement weather. Also our solutions perform in 
environments where there are potential fire or explosive hazards, for 
example, during the manufacturing, moving and storage of volatile 
chemicals, munitions and hazardous materials. The MAG will find these 
products useful in providing personnel safety, facility security and rapid 
emergency response capabilities.     

MSM

You have had a presence in most of the major Globalstar efforts, from 
its reorganization in 2001 to the launch of the second generation 
satellite constellation. What will comprise the company’s next major 
efforts during 2014?

Tony Navarra 

Globalstar’s next major effort will be the completion of our second 
generation ground station and infrastructure enhancements. Globalstar 
will continue to provide high quality mobile and fixed voice and data 
along with our family of Simplex products using the second generation 
network. In addition to growing our sales in 2014 our focus will be 
the completion of our second generation products for our customers, 
delivering more features and at higher data rates.

MSM

As many are aware, there is a “talent” crisis forthcoming for our industry, 
that being the lack of trained applicants for the various technical 
positions within companies who need such resources to drive their 
projects forward. How does Globalstar cope with this need and how 
can the industry further STEM education within middle and high schools 
and at the college level? Is Globalstar involved directly in such efforts?

Tony Navarra 

Globalstar recruits specialized engineering talent from the Silicon 
Valley, and also benefits from the universities in the San Francisco 
Bay Area. We also benefit from our alumni in our offices in California 
and Louisiana to recruit from their colleges and universities near San 
Francisco and New Orleans.    

MSM

How do we, as an industry, market the potential within SATCOM to 
students as a career worthy of consideration?

Tony Navarra 

In addition to state-of-the-art engineering, we speak with students by 
sharing our exciting sales and management opportunities in a worldwide 
business focused upon delivering voice and data communication and 
navigation services via low Earth orbiting satellites. We emphasize these 
messages by explaining the personal growth opportunities and career 
potential of being a part of an organization that has engineering and 
operations challenges at ground stations and control centers as well 
as sales and administrative offices around the world.

Globalstar provides many options for upward mobility to corporate 
headquarters, as well as all of the relationships you make within the 
industry, working with really talented people and the broad array of 
experiences that are possible in working with large corporate customers 
and suppliers. In addition, there are opportunities in related industries 
using satellite delivered services, e.g., communications, navigation 
and reconnaissance solutions. The satellite communications industry is 
populated with people who are technologically and commercially creative, 
so it’s intrinsically interesting. We communicate this whenever we can.

MSM

Given your years of experience in this industry, when you look back over 
your career, what project or projects truly bring a sense of satisfaction 
to you?

Tony Navarra 

Looking back over the years the most rewarding projects have been the 
commercial and military upgrades in installations for major customers 
where early satellite technologies from the 1980s were updated with 
higher power satellites, ground station equipment and mobile or 
portable handheld products that even 10 years earlier were not feasible.

We provided a major petrochemical company with a real time position-
navigation device with batteries lasting two years to support its 
worldwide operations. High data rate satcoms equipment was once the 
size of a refrigerator and now it’s the size of a small suitcase or a single 
drawer. And a satellite phone is now the same size as a cell phone—all 
of this is remarkable and incredibly satisfying to me.          

MSM

What has been the most unexpected change in the MILSATCOM sector 
in the last year?

Tony Navarra 

I am most intrigued by how MAG customers have come to use 
commercial solutions and to explore hosted payload solutions from 
commercial satellite operators. They have shown real pragmatism in the 
use of the rapidly developing capabilities of our satellite technologies 
as well as our ground stations and terminal equipment.

MSM

What sector developments will be making the headlines in 2014?

 
Tony Navarra 

New satellite technology, higher bandwidth, innovative signal processing 
along with additional spectrum allocations in 2014 will improve and 
increase services to the general public, the industry and the military.  

 



27MilsatMagazine—January 2014

MSM

What developments seen in the U.S. market might be seen in other 
territories around the world?

Tony Navarra 

Multi-signal processing by ground infrastructure, gateways and 
switches will continue to enable U.S. and overseas customers to have 
multifunctional, navigation, text messaging, web surfing, voice telephony 
and local hotspot (Wi-Fi and Bluetooth) communications in a single 
portable device. Competitive pressures will lead to more devices and 
service providers will provide more products and services with new 
network capabilities.  

MSM

As governments continue to cut military budgets, buyers of 
communication services need to be ever-more savvy in spending these 
diminishing funds. What new paradigms, commercial models do you 
foresee coming into play?

Tony Navarra 

Successful deployment of hosted payload solutions and the 
enhancements of signal compression, increased use of software defined 
radios and encryption will allow governments to use commercial 
satellite services through local ground stations. These may become 
more prevalent. The availability of fiber and wireless broadband will 
also be a technology driver in the interconnection between the satellite 
operators and governments’ termination points. Also the MAG’s need 
for mobile vs. fixed and/or requiring both services may result in the 
business model requiring a change in satellite designs and potentially, 
satellite industry consolidation to meet the needs of commercial 
customers and governments.   

Second generation satellites launch via a Soyuz rocket. 
Photo courtesy of Globalstar.
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By Sven Bues, Vice President, EMEA Defense & Intelligence Sales, Intergraph

Activities-Based Intelligence
+ The National Security Mission

For more than a decade now, the demands of two wars, 
regional unrest and natural disasters around the world have 
driven the Intelligence Community (IC) to develop better 
information pieces to apply to the intelligence puzzle: 

More useful signals information, satellite imagery, Unmanned 
Aerial Systems, aerial and satellite full-motion video, multi-camera 
generation, three-dimensional images, human intelligence and on 
it goes.

Analysts at fusion desks in Distributed Common Ground Stations 
assemble these pieces, often in time-consuming processes, to create a 
Geospatial Intelligence picture. However, Big Data threatens to swamp 
the process and its practitioners, generating a need for dynamic tools 
that automate and enhance data preparation, allowing the specialists 
to apply more of their time to analysis.

The Activity-Based Intelligence (ABI) paradigm has emerged to solve this 
problem. Built on the geospatial intelligence foundation, ABI can take 
today’s picture of the enemy over the hill or around the urban corner 
and combine it with yesterday’s picture and another from last week. It 
adds other puzzle pieces to better predict if the hostiles will be there 
tomorrow, and what the enemy is capable of doing in that location, as 
well as what any associates are doing 10 miles away.

An exciting advancement, ABI exploits improvements in sensor 
development, information management, analysis, sharing, and 
enhancing intelligence activities. Rather than focusing collection and 
analysis efforts on a single target, the approach assesses a wider variety 
of data – both conventional and unconventional—over a period of time 
and, in doing so, provides better insight into patterns of behavior and 
future activities.

The technology’s grounding in multi-intelligence 
fusion makes ABI even more exciting and 
demanding, as it involves uniting data from 
disparate geospatial sources with unstructured 
and seemingly mundane information—such as 
documents, business system data and business 
intelligence, along with archives—into an integrated analytical 
environment for detecting trends that offer context: The what, when 
and where, and even the how and why, elements of a comprehensive 
geospatial story that can drive smarter decision-making.

Modeling input can clarify that decision, and the fused elements can be 
subsequently recombined by others for their own uses. Those supporting 
the decision makers have to work with data across time, and to do so 
they must connect through an Enterprise Information Management 
foundation, one that also integrates with capture platforms and sensors 
to automate and speed the processing of their inputs.

To accomplish these tasks, ABI solutions establish real-time connections 
to as many raw intelligence collections as possible. The ability to 
bring imagery intelligence (IMINT), signals intelligence (SIGINT), 
human intelligence (HUMINT), Measures and Signatures (MASINT), 
and other sources into an integrated analytical environment provides 
a powerful setting to assist analysts in detecting trends they might 
not otherwise see.

Feeds from one source of intelligence can also provide cues to specific 
segments of data from other sources, leading to a more meaningful 
analysis. One segment also can help to validate or discount another.

The modern command operations center.
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The mission requires doing 
all of this quickly, extracting 
from stovepipes a meaningful 
array of information. With the 
Middle East wars winding 
down, there is also a demand 
for increased flexibility in 
intelligence gathering and 
exploitation to meet needs as 
varied as those of U.S. Special 
Operations, which is present 
in as many as 100 countries at 
any one time; of disaster relief 
agencies working in places 
such as Southeast Asia in the 
aftermath of Typhoon Haiyan; 
and with military and civilian 
agencies monitoring ongoing 
tensions in Syria and elsewhere 
among Arab Spring nations.

To meet this goal, intelligence, 
defense, national security and 
disaster assistance agencies 
require a portfolio that provides 
best-in-class data capture, 
GIS, remote sensing and 
photogrammetry capabilities, 
as well as the synthesis of 
these technologies in server-
based products specializing 
in data management, spatial 
data infrastructure, workflow 
optimization, web editing and 
web mapping. 

As exciting as ABI has become, its 
development and improvement 
has to be accomplished in 
the constraining environment 
of fiscal austerity in which 
i t  competes  w i t h  o the r 
defense, security and disaster 
relief elements for funding. 
Fortunately, it is now possible 
to tie all of these components 
together cost effectively to 
achieve a complete end-to-end 
capability that advances security 
efforts on a global scale.

For example, tying together 
sensor-based data capture of 
geo-referenced position and 
terrain information with data 
processing, including orientation 
and triangulation, creates a 
cross portfolio capability that 
benefits border security, police 
forces, defence and intelligence 
and more. This also includes 
3D feature collection and 
editing, as well as digital terrain 
model collection, editing and 
enhanced visualization.

In terms of sensor integration, 
this could also include Radar 
Operat ional  Surve i l lance 
Systems in which technology 
integrates satellite-based AIS 
data from exactEarth and other 
satellite-based radar systems.

A comparison of two images shows how automatic dehazing improves the quality and usability of 
imagery, allowing the analyst to make better decisions
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New industry solutions also play a key role in helping large systems 
integrators meet their government customers’ challenges. Aligning 
with customer requirements, a fully customizable geospatial SDK can 
help these organizations seamlessly embrace the solutions’ capabilities.

These tools meet the needs of a dynamic geospatial approach to 
intelligence gathering and exploitation, as does the implementation 
of the open Web Processing Service (WPS) standard, which greatly 
extends the reach and value of the models analysts develop. By using 
a simple, standards-based web interface, non-domain experts can apply 
powerful modeling, analysis and data manipulation without the need 
of extensive training or specialist hardware.

With more capability, and more users for that capability, the IC can 
call on an ever-developing array of tools to exploit more and different 
intelligence pieces to generate a clearer picture that is the product of 
decades of evolution in the field. And those pictures can be used in 
ways that are more numerous, diverse and powerful than ever.

About the author
Sven Bues is the Vice President, EMEA Defense & Intelligence Sales, 
at Intergraph. Sven served in the German Armed Forces until 1996 
and studied mechanical engineering during his military service. In the 
last position of his military career, he served as an army officer for 
the drone reconnaissance system CL-289.

Displaying real-time UAV video feeds and other geospatial data over a satellite image provides improved context an understanding of 
unfolding activities in the area of interest.
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For 40 years, Intergraph has been a trusted partner of 
defense and intelligence agencies. Drawing from the firm’s 
solid engineering heritage and open standards architecture, 
brought together are people, data, and systems for faster, 
more accurate decision making. Their geospatially powered 
solutions transform vast amounts of complex data into 
actionable intelligence, protecting U.S. and global interests 
and supporting the warfighter. The company’s solutions and IT 
services help clients build and manage geospatial databases, 
produce operational maps, manage critical enterprise content, 
analyze and fuse geospatial intelligence, manage weapon 
support systems, and ensure the security of military bases 
and installations worldwide.

GeoMedia 3D is the latest addition to the Intergraph GeoMedia 
product suite, a set of well-integrated applications that offer a 
wide range of geospatial processing capabilities. GeoMedia 3D 
is a GeoMedia add-on product that extends the functionality 
of Intergraph’s geospatial solutions through an integrated 3D 
visualization and analysis environment.
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By Karl Fuchs, Vice President of Technology, iDirect Government Technologies (iGT)

Airborne ISR Challenges

Intelligence, Surveillance and Reconnaissance (ISR) is by far the 
most prevalent application for Unmanned Aerial Systems (UASs).

Currently, the majority of ISR data from a UAS is transmitted by 
Common Data Link (CDL), line-of-sight directly to ground. There are, 

however, a number of missions where ISR transmission, beyond line-of-
site over satellite, is most advantageous. As with most network designs, 
there is no one size fits all solution. There are pluses and minuses to 
both line-of-sight and beyond line-of-sight transmission of ISR traffic. 

Line-of-site data transmission allows for very high data rates with 
relatively inexpensive and low-power transmission equipment on board. 
In fact, line-of-site, CDL video links can exceed 250Mb/s. Satellite links 
at such high speeds would be impractical on UAS platforms.

Of course, the drawback to line-of-sight communications is the need 
for line-of-sight. In many cases, to receive the video link a vehicle is 
deployed in theater. This practice has a number of obvious drawbacks 
not the least of which is the safety and security of the personnel manning 
the ground infrastructure.

The reliance of a ground infrastructure for CDL systems is very 
acceptable for certain applications. CDL links are widely deployed in 
battlefield operations and are very well suited to border patrol and first 
responder applications. CDL links, however, are limited if the mission 
is global or extends over a very wide geographic area. 

Beyond line-of-sight data exfiltration systems using geosynchronous 
satellites require sophisticated tracking antennas and modems with 
Doppler-compensating modems. Furthermore, due to antenna size 
restrictions, the data rates available to transmit video off the aircraft 
are limited to about 15Mb/s. A number of new technologies being 
introduced are increasing theses data rates. 

Some improvements in data rates are realized 
through new waveform and forward error 
correction techniques, and some are realized 
through new antenna technologies. Fortunately, 
the current limit in data rate does not preclude 
satellite communications for high-
definition ISR missions.

Some high-definition codex can 
operate with as little as 2Mb/s with 
6Mb/s being the most typical for 
HD video. Of course, the two things that make beyond line-of-sight 
communications most attractive are its independence from a terrestrial 
infrastructure and the global coverage available.

Certainly, exfiltrating ISR data is only half the story. In order for the 
video to be of any use, it has to be received by the people who need 
the information and in a very timely manner.

For missions with troops on the ground and an ISR covering a limited 
geographic region, CDL is an excellent solution. In the case where ISR 
data needs to be backhauled for further analysis, high-speed, ground-
based, single channel per carrier satellite or even terrestrial links can 
be utilized. In some instances, the Global Broadcast Service (GBS) is 
used to bring ISR video to the field.

Currently, GBS is a one-way only system, but the desire and plan is 
to enable two-way communications. New satellite terminals are being 
developed with the ability to receive two independent DVB-S2 feeds. 
One DVB-S2 out-route would be used for the GBS service with the 
other as the out-bound for a two-way communications system.

32 MilsatMagazine—January 2014



Keeping the two systems independent is important for ease of transition 
and to maintain separate transmission security (TRANSEC) security 
domains. Integrating the GBS receive and the two-way communication in 
a single platform is vital in lowering the size, weight and power (SWAP) 
requirements of a communications package. 

As airborne communications on the move (COTM) becomes more 
mainstream and technological advances continue to increase the data 
rates available off an airborne platform, direct to satellite ISR links will 
become more prevalent. The advent of High Throughput Satellites 
(HTS) with their global spot beam architecture will only speed the 
adoption rate.

The adoption of direct-to-satellite ISR will be driven by ISR platforms with 
a global mission. Existing terrorist networks are not limited to national 
boundaries or geographic regions. Furthermore, conflicts can quickly 
arise halfway around the world. UAS platforms which can operate on a 
global scale are ideal for these quick response ISR missions. 

Security becomes increasingly complex in a system which is global 
in nature and utilizes a broadcast technology such as satellite as its 
transmission medium. Seamless hand-off of a UAS from one satellite 
coverage area to another is one thing. Seamless hand-off of a UAS 
under TRANSEC cover is another.

For global networks in which one operator controls the entire ground 
infrastructure, a solution for global TRANSEC cover has been designed and 
implemented. The challenge now is to extend that TRANSEC capability 
to include the global footprint of HTS secure, commercial service. 

Although line-of-site backhaul will continue to play a dominant role in 
ISR missions with the pieces quickly coming into place, the use of direct 
to satellite exfiltration will grow dramatically. The flexible, ubiquitous 
coverage, and the independence from a terrestrial infrastructure that 
satellite communications offers, bring too many compelling reasons not 
to move many ISR missions to satellite. Enhancements in waveform, 
security and antenna technologies are rapidly dispelling objections 
against satellite. These are fundamentally the same driving factors which 
have brought satellite COTM to commercial aircraft.

About the author
Karl Fuchs serves as Vice President of Technology for iDirect 
Government Technologies (iGT); kfuchs@idirectgt.com.

Editors note
Images for this article were provided by iGT.
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iGT AiMS High
Airborne In-flight Monitoring System (AIMS) is iGT’s solution 
for customers to view satellite information with respect to a 
moving aircraft while in flight.

The software, which is loaded onto a PC, communicates with 
the iDirect modem, as well as the Antenna Control Unit (ACU) 
to display the real-time position of the aircraft and allows a 
user to quickly see when the aircraft will leave one satellite 
coverage footprint and enter another.

With AIMS, an operator is able to quickly determine the 
position of the aircraft and whether or not a communications 
interruption might occur due to switching satellite footprints. 

The operator has the ability to manually switch to an available 
network, or view a countdown timer before the automatic 
beam switch occurs.

Through the Graphical User Interface (GUI), a beam information 
window is provided that displays information on all the beams 
for the configured modem.

AIMS provides the option for a user to log flight statistics into 
a KML file format for future analysis. These flight statistics 
are logged every two minutes and include iDirect Modem 
and ACU parameters.

mailto:kfuchs%40idirectgt.com?subject=Re%3A%20Your%20ISR%20article%20in%20MilsatMagazine...
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By Dr. John Paffett, Chief Executive Officer, Surrey Satellite Technology US LLC

The Value Of Demo Satellite Missions

Artistic renditions of the Deep Space Atomic Clock 
(upper image) and the Orbital Test Bed satellite (lower image). 
Both images are courtesy of NASA + JPL.

In June, NASA’s Space Technology Mission Directorate announced 
that the Jet Propulsion Laboratory (JPL) would fly the Deep Space 
Atomic Clock payload aboard the commercial Orbital Test Bed 
satellite that is being developed by Surrey Satellite Technology 

US (SST-US) at the firm’s new Colorado assembly facility.

The announcement focused a much-deserved spotlight on an 
unheralded, yet critically important, type of spacecraft mission—the 

technology demonstration satellite.

These demonstration 
missions typically fall 

into two categories 
known as test 

b e d s  a n d 

pathfinders. 
Sometimes 
referred to as a 
hosted payload mission, 
the test  bed satel l i te 
u s u a l l y  c a r r i e s 
multiple unrelated 
spacecraft 
components that are being 
flown on orbit for the first time. These components may be 
entirely new subsystems or improved engineering designs of traditional 
equipment that must prove their performance in the rigors of space 
before integration into large operational missions.

The Deep Space Atomic Clock (DSAC) is a prime example of a test bed 
mission. Atomic clocks are crucial for spacecraft navigation, and JPL 
is designing DSAC as a much smaller and more precise replacement 
for existing devices.

NASA’s objective is to test DSAC on orbit with a relatively 
inexpensive mission before installing another on a far more costly 
flight to outer space.

DSAC will be launched in 2015, along with eight other payloads, 
aboard the commercial Orbital Test Bed (OTB), which will be owned 
and operated by SST-US. As is often the case with test bed missions, 

the OTB satellite will use a flight-proven design, the SSTL-
150, developed by SST-US’ parent company 

in the United Kingdom, Surrey 
Satellite Technology 

Ltd.

While the Surrey name is most often 
associated with operational satellite 
missions, 33 of its 41 launches 
have involved demonstrations of 
remote sensing, navigation, and 
communications technologies.

The other type of demonstration 
mission, the pathfinder, is usually 
more technically complex, often involving multiple new or redesigned 
components that must be tested together as an integrated subsystem. 
These components may relate to the operation of the satellite or 
to its mission, such as a new imaging sensor on a remote sensing 
satellite. In some cases, a pathfinder may be a scaled-down version of 
a multifunction satellite that meets the minimum requirements of the 
proposed larger mission. 

Whether the demonstration mission is a test bed or pathfinder, 
the goal is the same—to reduce risk in the development of new 
aerospace technology.

Demonstration missions are becoming increasingly important in the 
U.S. defense/intelligence community for two reasons.

First, this community is under constant pressure to develop new space-
based solutions in response to continually evolving world situations. 
Solutions must be developed quickly.

Second, the costs of engineering, building, and launching large complex 
satellites are climbing steeply at a time when budgets across the board 
are being cut. The risk of launching an untested sensor aboard a billion-
dollar satellite is simply too great. 

Test beds and pathfinders address these issues. As is the case with 
the OTB, the new clock is being flown on a space-proven satellite 
design, minimizing the chance of a bus failure. Moreover, existing 
satellite designs in the commercial sector are often selected because 
they are built with off-the-shelf components, which means they can be 
assembled and launched quickly, allowing new engineering concepts 
to go from the drawing board to orbit in as little as 12 to 24 months.

Increasingly, organizations in the defense/intelligence sector 
are tapping satellites in the 100- to 600-kilogram class for their 
demonstration missions. Much less complex than their larger multi-
function counterparts, these satellites have price tags ideally suited 
for experimentation. Depending on the cost of sensors or subsystems 
being tested, a complete pathfinder mission could be launched for less 
than one-tenth the cost of an operational satellite.

For further information, access the SST-US infosite at: 
http://www.sst-us.com/

About the author
Dr. John Paffettt is chief executive officer for Surrey 
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Joint Publication 1-02, Department of Defense Dictionary 
of Military and Associated Terms, defines weapon system 
as “a combination of one or more weapons with all 
related equipment, materials, services, personnel, and 

means of delivery and deployment (if applicable) required for 
self-sufficiency.”1

When one thinks of the US Air Force and weapon systems, the B-2 
Spirit stealth bomber, F-15E Strike Eagle fighter jet, or F-16 Fighting 
Falcon aircraft quickly come to mind. Even the Minuteman III missile, 
the Global Positioning System, or KC-135 Stratotanker air refueling 
aircraft could become part of the discussion because, after all, the Air 
Force’s mission is to fly, fight, and win in air, space, and cyberspace. 

These assets, which fall under the air and space umbrella, have served 
as tried and true weapon systems for many years. The Air Force has now 
added to the long line of its weapon systems that support cyberspace 
operations “the employment of cyberspace capabilities where the 
primary purpose is to achieve objectives in or through cyberspace.” 
These systems are unique in that they are tied to the newest domain of 
cyber—“a global domain within the information environment consisting 
of the interdependent network of information technology infrastructures 
and resident data, including the Internet, telecommunications networks, 
computer systems, and embedded processors and controllers.”2

On 24 March 2013, the chief of staff of the Air Force approved the 
official designation of six cyberspace weapon systems under the lead of 
Air Force Space Command (AFSPC), which is responsible for organizing 
these systems, equipping units with them, and training individuals to 
use the systems. The Air Force’s provision of global reach, power, 
and vigilance across the domains of air and space now applies to the 
cyberspace domain through the designation of the following cyberspace 
weapon systems:

•	 Air Force Cyberspace Defense

•	 Cyberspace Defense Analysis

•	 Cyberspace Vulnerability Assessment / Hunter

•	 Air Force Intranet Control

•	 Air Force Cyber Security and Control System

•	 Cyber Command and Control Mission System 

Although the names may imply some duplication of effort with respect 
to these capabilities, the personnel and equipment that comprise these 
systems perform unique missions and complement each other. All of 
them focus on providing and securing cyberspace as a mission enabler 
and protecting critical information while defending our networks from 

By Brigadier General Robert J. Skinner, U.S.A.F.

The Importance Of Designating
Cyberspace Weapon Systems

General Skinner (BS, Park 
College; MS, Oklahoma City 
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Cyber (AFCYBER). He is the 
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than 100 worldwide locations.
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attack. Any consideration of the capabilities of these weapon systems 
would benefit from comparing this suite of cyberspace weapon systems 
to the Air Force’s military airlift weapon systems (the C-5, C-17, C-130, 
etc.), each of which contributes uniquely to September–October 2013 Air 
& Space Power Journal | 31 Space Focus Senior Leader Perspective the 
overall air mobility mission. Just as clear distinctions exist among these 
platforms, based upon the operational capabilities required, so do the 
cyberspace weapon systems differ from each other. The systems may 
have overlapping mission areas, but they are complementary in much the 
same way as our airlift platforms—they offer comprehensive capabilities.

Revelations of Chinese activities on our networks, as outlined earlier this 
year in the Mandiant Company’s report titled Advanced Persistent Threat 
(APT) 1: Exposing One of China’s Cyber Espionage Units, emphasize the 
urgent need for the Air Force and the nation to develop capabilities to 
defend this critical domain and thereby ensure information superiority. 
The report illustrates the persistent threat, noting that “the details we 
have analyzed during hundreds of investigations convince us that the 
groups conducting these activities are based primarily in China and 
that the Chinese Government is aware of them. . . . Our analysis has 
led us to conclude that APT1 is likely government-sponsored and one 
of the most persistent of China’s cyber threat actors.”

The Mandiant report on APT 1 highlights only one of more than 20 
APT groups based in China, tracking this single group to cyber attacks 
on nearly 150 victims over seven years with hundreds of terabytes of 
data exfiltrated.3

Clearly, though, this discussion does not confine itself to any particular 
adversary. Many aggressors inhabit the cyberspace domain, and the 
executor of these activities ranges from an individual in the basement 
of his house, to groups of individuals working as teams, to nation-
states. Their intentions can also cover a spectrum of activities, including 
espionage, theft of intellectual capital, organized crime, identity theft, 
military operations, and so forth.

This article examines each weapon system, highlights its history and 
unique capabilities, and describes the specific units that operate the 
system. It then discusses the importance of classifying these capabilities 
as “weapon systems,” illustrating how they directly address the threats 
we face today. Before doing so, however, the article presents a stage-
setting vignette to establish an understanding of weapon system 
capabilities and their employment against an adversary.

Assume that you are a government civilian sitting at your desk at a 
major command headquarters when you receive an e-mail concerning 
sequestration and a potential furlough. Included in the e-mail is a link 
to a website for more information. You attempt to open the link but 
receive an error message. You try again with the same result. You then 
resume work on your tasks. Unknown to you, the link has directed you to 
a malicious web server that downloaded malware enabling an adversary 
to take command of your desktop computer. How could this occur, and 
why would anyone specifically target you? Actually, it was not difficult. 
Remember the conference you attended a few months ago, before 
temporary duty became restricted? The adversary lifted your e-mail 
address from the conference sign-in sheet, also available to the event 
sponsors. Why you? Adversaries consider your unique expertise and 
access to valuable information a “target-rich environment.” Only one 
person needs to click on the link to initiate a series of malicious actions. 
Because the adversary left no hint of a problem on your computer, he 
now has unfettered access to that unclassified but useful information. 

How does the Air Force combat such intrusions? Actually, the best 
defense for phishing attacks is user education. However, these attacks 
are becoming more sophisticated and sometimes almost impossible 
to identify. All of the services have cyberspace units responsible 
for network defense. In this case, network traffic monitoring tips off 
the Air Force to the intrusion on your desktop computer. A network 
operations unit identifies an unusual amount of traffic leaving your base 
directed to addresses in another country. The unit notifies the 624th 
Operations Center, including Air Force Office of Special Investigations 
personnel, and the center begins command and control (C2) and law 
enforcement efforts to address the event. Cyberspace forensics experts 
are dispatched to review the situation, not only locating the “infected” 
equipment but also determining how the adversary accessed the Air 
Force system.

Cyberspace C2 dispatches cyber operations risk-assessment personnel 
to survey the situation, determine the exact data exfiltrated, and 
assess the damage. The Air Force computer emergency response 

team (AFCERT) examines your base’s computers and other hardware 
to footprint exact infiltration methods, using them to develop (and 
share) defensive actions specific to the threat and glean any new 
tactics, techniques, and procedures. The AFCERT pushes patches to 
all Air Force desktop computers to combat future attempts to employ 
this technique; it will support your base on further network cleanup 
and hardening. Now that we have described an attack from 50,000 
feet, let us delve deeper into the weapon systems and units that carry 
out these missions.

Air Force Cyberspace Defense Weapon System

The Air Force Cyberspace Defense (ACD) weapon system prevents, 
detects, responds to, and provides forensics of intrusions into 
unclassified and classified networks. Operated by the 33d Network 
Warfare Squadron (NWS), located at Joint Base San Antonio–Lackland, 
Texas, and the Air National Guard’s 102d NWS, located at Quonset Air 
National Guard Base, Rhode Island, the ACD weapon system supports 
the AFCERT in fulfilling its responsibilities. The crews for this weapon 
system consist of one cyberspace crew commander, one deputy crew 
commander, one cyberspace operations controller, and 33 cyberspace 
analysts, all of them supported by additional mission personnel.

The ACD weapon system evolved from the AFCERT, which has primary 
responsibility for coordinating the former Air Force Information Warfare 
Center’s technical resources to assess, analyze, and mitigate computer 
security incidents and vulnerabilities. The weapon system offers 
continuous monitoring and defense of the Air Force’s unclassified and 
classified networks, operating in four subdiscipline areas: 

1. Incident prevention: Protects Air Force networks (AFNet) 
against new and existing malicious logic; assesses and 
mitigates known software and hardware vulnerabilities.

2. Incident detection: Conducts monitoring of classified and 
unclassified AFNets; identifies and researches anomalous 
activity to determine problems and threats to networks; 
monitors real-time alerts generated from network sensors; 
performs in-depth research of historical traffic reported 
through sensors.

3. Incident response: Determines the extent of intrusions; 
develops courses of action required to mitigate threat(s); 
determines and executes response actions.

4. Computer forensics: Conducts in-depth analysis to 
determine threats from identified incidents and suspicious 
activities; assesses damage; supports the incident response 
process, capturing the full impact of various exploits; 
reverse-engineers code to determine the effect on the 
network/system.

Cyberspace Defense Analysis Weapon System

The Air Force Cyberspace Defense Analysis (CDA) weapon system 
conducts defensive cyberspace operations by monitoring, collecting, 
analyzing, and reporting on sensitive information released from friendly 
unclassified systems, such as computer networks, telephones, e-mail, 
and US Air Force websites. CDA is vital to identifying operations security 
disclosures. The weapon system is operated by three active duty units 
(68 NWS; 352 NWS; and 352 NWS, Detachment 1) and two Air Force 
Reserve units (860th Network Warfare Flight and 960th Network Warfare 
Flight) located at Joint Base San Antonio–Lackland, Texas; Joint Base 
Pearl Harbor–Hickam Field, Hawaii; Ramstein Air Base, Germany; and 
Offutt AFB, Nebraska. The crews for this weapon system consist of one 
cyberspace operations controller and three cyberspace defense analysts. 
All mission crews receive support from additional mission personnel. 

The CDA weapon system’s two variants are designed to monitor, 
collect, analyze, and report on official Air Force information transmitted 
via unsecured telecommunications systems to determine whether any 
of it is sensitive or classified. The system reports compromises to field 
commanders, operations security monitors, or others, as required, to 
determine potential effects and operational adjustments. The second 
variant provides additional functionality to conduct information damage 
assessment based on network intrusions, coupled with an assessment 
of Air Force unclassified websites. Only the 68 NWS operates the 
second variant.

37MilsatMagazine—January 2014



MilsatMagazine—January 201438

The CDA weapon system supplies monitoring and/or assessment in 
six subdiscipline areas:

1. Telephony: Monitors and assesses Air Force unclassified 
voice networks.

2. Radio frequency: Monitors and assesses Air Force 
communications within the VHF, UHF, FM, HF, and SHF 
frequency bands (mobile phones, land mobile radios, and 
wireless local area networks).

3. Email: Monitors and assesses unclassified Air Force e-mail 
traffic traversing the AFNet.

4. Internet-based capabilities: Monitor and assess 
information that originates within the AFNet that is posted 
to publicly accessible Internet-based capabilities not owned, 
operated, or controlled by the Department of Defense 
(DOD) or the federal government. 

5. Cyberspace operational risk assessment (found within 
the second variant operated by the 68 NWS): assesses 
data compromised through intrusions of AFNets with 
the objective of determining the associated effect on 
operations resulting from that data loss.

6. Web risk assessment (found within the second variant 
operated by the 68 NWS): Assesses information posted 
on unclassified public and private websites owned, leased, 
or operated by the Air Force in order to minimize its 
exploitation by an adversary, diminishing any adverse affect 
on Air Force and joint operations.

Cyberspace Vulnerability Assessment / Hunter Weapon System

The Air Force Cyberspace Vulnerability Assessment (CVA) / Hunter 
weapon system executes vulnerability, compliance, defense, and 
nontechnical assessments, best-practice reviews, penetration testing, 
and hunter missions on Air Force and DOD networks and systems. 
Hunter operations characterize and then eliminate threats for the 
purpose of mission assurance. This weapon system can perform 
defensive sorties worldwide via remote or on-site access.

The CVA/Hunter weapon system is operated by one active duty unit, 
the 92d Information Operations Squadron, located at Joint Base San 
Antonio–Lackland, Texas, and one Guard unit, the 262 NWS, located at 
Joint Base Lewis-McChord, Washington. Additionally, two Guard units 
are in the process of converting to this mission: The 143d Information 
Operations Squadron located at Camp Murray, Washington, and the 
261 NWS located at Sepulveda Air National Guard Station, California. 
The crews for this weapon system consist of one cyberspace crew 
commander, one to four cyberspace operators, and one to four 
cyberspace analysts. Additional mission personnel support all of the 
mission crews.

Developed by the former Air Force Information Operations Center, 
the CVA/Hunter weapon system was fielded to the 688th Information 
Operations Wing in 2009. Historically, vulnerability assessments proved 
instrumental to mission assurance during Operations Enduring Freedom 
and Iraqi Freedom. CVAs continue to provide this vital capability. 
Additionally, they now serve as the first phase of hunting operations. 
The hunter mission grew out of the change in defensive cyber strategy 
from “attempt to defend the whole network” to “mission assurance on 
the network,” offering an enabling capability to implement a robust 
defense-in-depth strategy. CVA/Hunter weapon system prototypes 
have participated in real-world operations since November 2010. The 
weapon system attained initial operational capability in June 2013. 

Designed to identify vulnerabilities, the CVA/Hunter gives commanders 
a comprehensive assessment of the risk of existing vulnerabilities on 
critical mission networks. It is functionally divided into a mobile platform 
used by operators to conduct missions either on site or remotely, a 
deployable sensor platform to gather and analyze data, and a garrison 
platform that provides needed connectivity for remote operations as 
well as advanced analysis, testing, training, and archiving capabilities. 
Specifically, the hunter mission focuses on finding, fixing, tracking, 
targeting, engaging, and assessing the advanced, persistent threat. 

During active engagements, the CVA/Hunter weapon system, in 
concert with other friendly network defense forces, provides Twenty- 

Fourth Air Force / Air Forces Cyber and combatant commanders a 
mobile precision-protection capability to identify, pursue, and mitigate 
cyberspace threats. It can be armed with a variety of modular capability 
payloads optimized for specific defensive missions and designed to 
produce specific effects in cyberspace. Each CVA/Hunter crew can 
conduct a range of assessments, including vulnerability, compliance, 
and penetration testing, along with analysis and characterization of data 
derived from these assessments. The weapon system’s payloads consist 
of commercial-off-the-shelf and government-off-the-shelf hardware and 
software, including Linux and Windows operating systems loaded with 
customized vulnerability-assessment tools.

Air Force Intranet Control Weapon System

The Air Force Intranet Control (AFINC) weapon system is the top level 
boundary and entry point into the Air Force Information Network, 
controlling the flow of all external and interbase traffic through standard, 
centrally managed gateways. The AFINC weapon system consists of 
16 gateway suites and two integrated management suites. Operated 
by the 26th Network Operations Squadron (NOS) located at Gunter 
Annex, Montgomery, Alabama, AFINC has crews consisting of one crew 
commander, one deputy crew commander, one cyberspace operations 
crew chief, two operations controllers, two cyberspace operators, and 
three event controllers, all of them supported by additional mission 
personnel.

The AFINC weapon system replaces and consolidates regionally 
managed, disparate AFNets into a centrally managed point of access 
for traffic through the Air Force Information Network. It delivers network- 
centric services, enables core services, and offers greater agility to 
take defensive actions across the network. AFINC integrates network 
operations and defense via four subdiscipline areas:

1. Defense-in-depth: Delivers an enterprise-wide layered 
approach by integrating the gateway and boundary 
devices to provide increased network resiliency and 
mission assurance.

2. Proactive defense: Conducts continuous monitoring 
of AFNet traffic for response time, throughput, and 
performance to ensure timely delivery of critical information.

3. Network standardization: Creates and maintains 
standards and policies to protect networks, systems, and 
databases; reduces maintenance complexity, downtime, 
costs, and training requirements.

4. Situational awareness: delivers network data flow, traffic 
patterns, utilization rates, and in-depth research of historical 
traffic for anomaly resolution.

Air Force Cyber Security and Control System Weapon System

The Air Force Cyber Security and Control System (CSCS) weapon system 
provides network operations and management functions around the 
clock, enabling key enterprise services within the Air Force’s unclassified 
and classified networks. It also supports defensive operations within 
those AFNets. CSCS is operated by two active duty NOSs, one Air 
National Guard Network Operations Security Squadron, and two Air 
Force Reserve Command Associate NOSs aligned with the active duty 
squadrons. The 83 NOS and 860 NOS are located at Langley AFB, 
Virginia; the 561 NOS and 960 NOS at Peterson AFB, Colorado; and 
the 299th Network Operations Security Squadron at McConnell AFB, 
Kansas. Crews for this weapon system consist of one cyberspace crew 
commander, one cyberspace operations controller, an operations flight 
crew (conducting boundary, infrastructure, network defense, network 
focal point, and vulnerability-management functions), and an Enterprise 
Service Unit (supplying messaging and collaboration, directory and 
authentication services, storage and virtualization management, and 
monitoring management). Additional mission personnel support all of 
the mission crews.

The CSCS resulted from an operational initiative to consolidate 
numerous major command–specific networks into a centrally managed 
and controlled network under three integrated network operations 
and security centers. In 2007 the Air Force established two active duty 
NOSs to provide these functions. The Air National Guard Network 
Operations Security Squadron does the same for the Guard’s bases 
and units. The CSCS weapon system performs network operations and 
faultresolution activities designed to maintain operational networks. Its 



crews monitor, assess, and respond to real-time network events; identify 
and characterize anomalous activity; and take appropriate responses 
when directed by higher headquarters. The system supports real-time 
filtering of network traffic into and out of Air Force baselevel enclaves 
and blocks suspicious software. CSCS crews continuously coordinate 
with base-level network control centers and communications focal 
points to resolve network issues. Additional key capabilities include 
vulnerability identification and remediation as well as control and security 
of network traffic entering and exiting Air Force base-level network 
enclaves. CSCS also offers Air Force enterprise services, including 
messaging and collaboration, storage, and September–October 2013 
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controlled environments for hosting network-based systems that support 
the service’s missions.

Cyber Command and Control Mission System Weapon System

The Cyber Command and Control Mission System (C3MS) weapon 
system enables the Air Force mission by synchronizing the service’s other 
cyber weapon systems to produce operational-level effects in support 
of combatant commanders worldwide. It provides operationallevel 
C2 and situational awareness of Air Force cyber forces, networks, and 
mission systems, enabling the Twenty-Fourth Air Force commander to 
develop and disseminate cyber strategies and plans; the commander 
can then execute and assess these plans in support of Air Force and 
joint war fighters.

Operated by the 624th Operations Center at Joint Base San Antonio–
Lackland, Texas, the C3MS weapon system has crews consisting of a 
senior duty officer, a deputy senior duty officer, a defensive cyberspace 
watch officer, an offensive cyberspace watch officer, a DOD information 
network watch officer, three defensive cyber operations controllers, 
three offensive cyber operations controllers, three DOD information 
network operations controllers, a cyberspace effects planner, a 
cyberspace operations strategist, a cyberspace intelligence analyst, a 
cyberspace operations assessment analyst, and a cyberspace operations 
reporting cell analyst. All mission crews are supported by additional 
mission personnel.

The C3MS weapon system evolved from the legacy AFNet operations 
security center’s concept, personnel, and equipment. With the activation 
of US Cyber Command and Twenty-Fourth Air Force, senior leaders 
recognized the need for an operational-level cyber C2 capability.

The C3MS is the single Air Force weapon system offering perpetual, 
overarching awareness, management, and control of the service’s 
portion of the cyberspace domain. It ensures unfettered access, mission 
assurance, and joint war fighters’ use of networks and information 
processing systems to conduct worldwide operations. The weapon 
system has five major subcomponents:

1. Situational awareness: Produces a common operational 
picture by fusing data from various sensors, databases, 
weapon systems, and other sources to gain and maintain 
awareness of friendly, neutral, and threat activities that 
affect joint forces and the Air Force.

2. Intelligence, surveillance, and reconnaissance (ISR) 
products: Enable the integration of cyberspace indications 
and warning, analysis, and other actionable intelligence 
products into overall situational awareness, planning, and 
execution.

3. Planning: Leverages situational awareness to develop 
long- and short-term plans, tailored strategy, courses 
of action; shapes execution of offensive cyberspace 
operations, defensive cyberspace operations, and DOD 
information network operations.

4. Execution: Leverages plans to generate and track various 
cyberspace tasking orders to employ assigned and attached 
forces in support of offensive cyberspace operations, 
defensive cyberspace operations, and DOD information 
network operations.

5. Integration with other C2 nodes: Integrates Air Force–
generated cyber effects with air and space operations 
centers (AOC), US Cyber Command, and other C2 nodes. 

Why Cyber Weapon Systems? 

If we truly wish to treat cyberspace as an operational domain no 
different from air, land, sea, or space, then our thinking must evolve 
from communications as a supporting function to cyber as an operational 
war-fighting domain. To fly and fight effectively and to win in cyberspace, 
the Air Force must properly organize, train, and equip its cyber 
professionals. For many years, AFNet infrastructure and systems grew 
as a result of multiple communities adding components to suit their 
individual needs, often with end-of-year funds. Similarly, the components 
that now make up these six systems had no lead major command to 
articulate operational requirements and ensure standardized training 
as well as the effective management and resourcing of equipment 
life cycles.

Such an inconsistent approach made mission assurance and the 
defense of critical Air Force and joint missions in cyberspace nearly 
impossible. Migration to the AFNet has allowed the service to take 
great strides towards realizing the vision from nearly two decades ago of 
operationalizing and professionalizing the network. AFSPC championed 
the effort to identify these six systems’ weapon systems and facilitate 
this move to a more disciplined approach. Formally designating 
these systems helps ensure proper management and sustainment 
of equipment life cycles. It also expedites the evolution of Air Force 
cyber professionals from a communications or information technology 
mind-set to an operational one replete with missionqualification 
training, crew force-management standards, and standardization and 
evaluation programs (where appropriate) to normalize cyber operations, 
as is the case with space and missile operations. Furthermore, formally 
designated weapon systems should help cyber receive the proper 
manning and programmatic funding necessary to ensure that the Air 
Force can fly, fight, and win in cyberspace.

The DOD construct for the management and resourcing of air, space, 
land, and sea superiority occurs via weapon systems. The best way to 
create and control effects in the cyber domain involves using the same 
weapon system construct to manage and resource cyber capabilities. 
Cyber weapon systems offer a path for the Air Force to operationalize, 
normalize, and ultimately standardize cyber, just as we have with the 
other war-fighting domains. The Air Force has been charged with 
securing, operating, and defending its portion of the DOD information 
networks and with defending Air Force and joint missions in the 
cyberspace domain. These cyber weapon systems give the Air Force 
a path to follow in normalizing operations to realize this goal.

The designation of cyber weapon systems created a separate 
cybersustainment funding line in the overall process of sustaining 
weapon systems. By normalizing the funding process, the service 
has instituted proper long-term planning and programming of 
sustainment funding, thus enabling more effective and efficient use of 
these limited resources, as compared to uncoordinated execution of 
unreliable end-of-year funds—key tenets to guaranteeing standardized 
configuration management and servicewide (and, where applicable, 
joint) interoperability. We are already realizing these benefits through 
the deployment of AFNet, whereby the Air Force enterprise has become 
easier to defend and the user experience continues to improve through 
ongoing standardization.

The benefits of designating cyberspace weapon systems are similar to 
those gained by weapon systems in other domains—it is the standard 
Air Force mechanism for organizing, training, equipping, and presenting 
mission capabilities. The weapon system construct allows the service 
to manage operational capabilities in a formalized approach and 
assure their standardization, sustainment, and availability to combatant 
commanders. When AFSPC personnel compared the air and space 
domains’ normalization processes, they found that only the weapon 
system designation delivered the desired end state. Such systems 
may not always be ideally resourced, but they certainly receive better 
support than they would without designations.

Furthermore, designating cyberspace weapon systems directly supports 
AFSPC’s role as cyber core function lead integrator, enabling the 
command to meet responsibilities listed in Air Force Policy Directive 
10-9 and facilitating standardization across cyberspace platforms.4 
Designating these weapon systems is also critical to providing tactical 
units with the resources and training they need to operate in a 
normalized capacity. The core of cross-domain integration lies in the 
ability to leverage capabilities from different domains to create unique 
and decisive effects—if adequately resourced. Such designations will 
support proper evolution of the cyberspace domain and its relationship 
with the other operational domains—a critically important point because 
in modern warfare, cyberspace interconnects all domains. All of these 
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efforts to normalize and operationalize cyberspace operations and 
missions drive the Air Force towards the joint information environment 
(JIE) construct, standards, and processes. As the DOD, US Cyber 
Command, and services implement the JIE, they are also standing up 
cyber mission teams to support national, combatant command, and 
service specific cyber requirements. Designating these capabilities as 
weapon systems allows these teams to better support national and 
joint missions in, through, and from cyberspace.

Unique Challenges of the Cyber Domain

The air, land, sea, and space domains are natural areas—we didn’t have 
to build them, as we did the tools to leverage those domains. Although 
none of the natural domains demands any maintenance, cyberspace 
predominantly exists within the equipment and devices designed, 
built, and configured by humans, requiring constant maintenance 
as equipment becomes outdated or worn out. Additionally, the way 
we construct cyberspace has a direct effect on our ability to operate 
and defend the domain. This aspect makes cyberspace unique in that 
its operation is just as important as its defense. We must constantly 
feed and care for the domain as well as innovate to stay ahead of or, 
preferably, drive the technology curve.

Defending cyber also presents its own challenges since an adversary 
can launch a cyber attack virtually without warning from any location on 
the globe. In the case of intercontinental ballistic missiles, we at least 
have sensors that detect the launch; thus, depending on the location 
of the launch, our forces have some modicum of warning and can 
respond. In cyberspace, attacks can occur without warning or time to 
craft and execute responses. The Air Force must develop capabilities to 
detect such attacks, prevent them if possible, and respond accordingly 
if required, just as it does in all other war-fighting domains. We must 
also develop the tools to leverage cyberspace for our own benefit. In 
reality, we may never be able to defend our networks completely—to 
do so would likely require so much security that we lose the force 
multiplying benefits that cyberspace offers to all of our missions. If 
we keep all adversaries out, most likely we will keep ourselves locked 
in. The key lies in finding a balance so that we effectively defend our 
networks and the missions that rely on them from attack yet leverage 
cyberspace for the benefit it offers those same missions.

Moreover, cyberspace is critical to Air Force and joint operations in the 
other war-fighting domains. Practically everything we do in warfare these 
days relies on cyberspace, be it providing telemetry to satellites and 
missiles or controlling our military forces in Afghanistan—we depend 
upon the cyber domain to execute operations in all of the other domains.

Designating cyberspace weapon systems calls for a tremendous 
resource commitment to meet the standards of air and space weapon 
systems. Operating to this higher benchmark requires corresponding 
funding and manpower greater than the cyberspace domain received 
as a simple communications or information technology support 
function. However, failure to make these commitments could prove 
devastating to future operations throughout every other domain. The 
operationalization of cyberspace is more than just a way for AFSPC to 
properly organize, train, and equip cyberspace forces—it is the logical 
evolution of cyberspace to a true war-fighting domain and a critical 
enabler of all other war-fighting operations.

Air and Space Operating Center Example

In the late 1990s, the Air Force designated the Falconer AOC a weapon 
system with little or no formal acquisition, sustainment, or requirements 
rigor to back it up. Basically, the chief of staff just made it a “go do.” 
The operations community found itself backing into the requirements 
in much the same way we do today with our cyberspace systems. 
By declaring the AOC a weapon system, the Air Force sought to 
normalize what was basically a homegrown “county option” collection 
of equipment and personnel that varied from one numbered air force 
to another. This thinking held that a designated weapon system 
would result in better training for AOC crews, better defense of the 
program in the program objective memorandum process, and some 
protection of the numbered air force’s staff manpower from poaching 
to fill AOC billets.

In reality, the AOC funding line has suffered numerous cuts, the 
equipment baseline has always been problematic in terms of 
sustainment and modernization, and AOC manpower has remained 
subject to several efficiency drills, ultimately shrinking the footprint. 
It stands to reason that many members of the operations community 

would argue that classification as a weapon system has not necessarily 
helped the AOC.

In Air Combat Command’s opinion, though, in spite of the serious 
challenges faced during the transition, the AOC is better off today 
than it was 15 years ago, especially in terms of training its crews. A 
dedicated formal training unit at Hurlburt Field, Florida, established 
a program of record, provided a rigorous configuration and change 
management process, and ultimately resulted in recognition by the 
operations community that the AOC is the crown jewel in the joint force 
air component commander’s tactical air control system C2 concept. 
Additionally, assignment to an AOC tour is no longer considered 
a career-ending event for rated officers—quite a change from the 
perception in the 1990s when an assignment to a numbered air force 
staff or an AOC was widely seen as the kiss of death for promotion in 
the rated career fields.

AFSPC would not let the initial pains of the AOC experience deter 
us from pushing the cyberspace weapon system concept forward. 
Every program (fighters, bombers, and ISR) confronted its fair share of 
challenges, but without a program—something with a name attached 
to it—cyberspace systems would always fight for scraps in money and 
manpower. As we integrate these cyberspace weapon systems into 
the Air Force construct, perhaps we can learn from the challenges 
of establishing the AOC weapon system and avoid the same pitfalls 
and mistakes.

Final Thoughts

Through the cyberspace domain, the United States exploits other 
war-fighting domains. Practically all warfare these days relies on 
cyberspace— everything from communications, precision navigation 
and timing, attack warning, ISR, and C2. Designating cyberspace 
weapon systems will help the Air Force guarantee persistent cyberspace 
access and mission assurance for other critical weapon systems and 
domains that rely on cyberspace. By doing so, the service has made 
a commitment that cyberspace will receive the programmatic and 
budgetary attention necessary to sustain cyberspace operations, support 
the cyber mission teams, and drive towards the JIE. Furthermore, 
cyberspace operations supported by core weapon systems offer 
increased security, performance, flexibility, and overall capability 
unmatched in a less normalized environment. The operationalization 
of cyberspace is more than just a way for AFSPC to properly organize, 
train, and equip the cyberspace domain—it is the logical evolution of 
cyberspace to a true warfighting domain and a critical enabler of all 
other such domains.
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